INVITATION TO BID
FOR THE

Supply, Delivery, Installation, and Configuration of Next Generation Firewall Appliance and
Internet Dedicated Service (IDS), and related services for the Philippine Tax Academy (PTA)
Public Bidding No. 23-08-2

The Philippine Tax Academy (PTA), through its Corporate Operating Budget FY 2023 intends
to apply the sum of Twenty Million Nine Hundred Thousand Pesos (Php 20,900,000.00) being
the ABC to payments under the contract for Supply, Delivery, Installation, and Configuration of
Next Generation Firewall Appliance and Internet Dedicated Service (IDS) and related services
for the Philippine Tax Academy (PTA)

1.

Approved

Price of Bid
Lot Quantity Item/Description Budget for the Pl
Documents
No. Contract
1 iy | o= Gomeation Birewall| o e o000 | p 10,000.00
Appliance
High Availability (HA)
Network Solution P 8,000,000.00
Internet Dedicated
Services with High £5,000,000.00
Availability
Managed Service - PABX P 1,500,000.00
2 1 lot System

Wireless Access Points £ 15,000.00
with Cloud-based P 800,000.00
Management and
Administration

Structured Cabling - Voice
and Data

£ 500,000.00

P 15,800,000.00

Total: | P20,900,000.00 | P 25,000.00

Bids received in excess of the ABC shall be automatically rejected at bid opening.

2. The PTA, through its Bids and Awards Committee (BAC), now invites bids for the above
Procurement Project. Delivery of the Goods is required by Lot 1: Sixty (60) calendar
days upon receipt of Notice to Proceed and Lot 2: Sixty (60) calendar days upon
receipt of Notice to Proceed . Bidders should have completed, within five (5) years from
the date of submission and receipt of bids, a contract similar to the Project. The
description of an eligible bidder is contained in the Bidding Documents, particularly, in
Section II (Instructions to Bidders).

Summary of the bidding activities is as follows:




Advertisement/Posting of Invitation to Bid Friday, 18 August 2023

Issuance and Availability of Bid Documents Friday, 18 August 2023
Pre-Bid Conference Tuesday, 29 August 2023; 10:00AM
Last Day of Request for Clarification Friday, 01 September 2023
Last Day for Issuance of Supplemental Bid

Bulletin Tuesday, 05 September 2023

Deadline for Submission of Bids Tuesday, 12 September 2023;10:00AM

Immediately after the Deadline for

Opening of Bids Submission of Bids

3.

Bidding will be conducted through open competitive bidding procedures using a non-
discretionary “pass/fuil” criterion as specified in the 2016 revised Implementing Rules
and Regulations (IRR) of Republic Act (RA) No. 9184, otherwise known as the
“Government Procurement Reform Act”.

Bidding is restricted to Filipino citizens/sole proprietorships, partnerships, or
organizations with at least sixty percent (60%) interest or outstanding capital stock
belonging to citizens of the Philippines, and to citizens or organizations of a country
the laws or regulations of which grant similar rights or privileges to Filipino citizens.
pursuant to RA No. 5183 and subject to Commonwealth Act 138.

Interested Bidders may obtain further information from the Office of the PTA and inspect
the Bidding Documents through the Bids and Awards Committee (BAC) Secretariat at
the address given below during 8:00 am to 5:00 pm.

A complete set of Bidding Documents may be acquired by interested Bidders on 18
August 2023 from the given address and website(s) below and upon payment of the
applicable fee for the Bidding Documents, pursuant to the latest Guidelines issued by the
GPPB, in the following amount Lot 1: Ten Thousand Pesos (P 10,000.00) and Lot 2:
Fifteen Thousand Pesos (B 15,000.00). The Procuring Entity shall allow the bidder to
present its proof of payment for the fees in person or through electronic means.

The PTA will hold a Pre-Bid Conference on 29 August 2023 at 10:00 a.m. at the 379
Floor DOF Conference Room, DOF Building or through video conferencing or
‘Webcasting via Google Meet which can be accessed thru this link: and shall be open to
meet.google.com/cdg-tqpe-ddr prospective bidders.

Bids must be duly received by the BAC Secretariat through manual submission at the
Ground Floor, DOF Bldg., BSP Complex, Roxas Blvd., Malate, Manila, on or before 12
September 2023 at 10:00 a.m.

Late bids shall not be accepted. Unsealed or unmarked bid envelopes shall also be
rejected.

All Bids must be accompanied by a bid security in any of the acceptable forms and in the
amount stated in ITB Clause 14.

Bid opening shall be on _12 September 2023 at 10:00 am at the 3 Floor DOF
Conference Room, DOF Building. Bids will be opened in the presence of the bidders’
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10.

12.

13.

representatives who choose to attend the activity.

Bidders shall drop their duly accomplished eligibility requirements, technical and
financial proposals in two separate sealed envelopes in the designated bid box located at
the at the Ground Floor, DOF Bldg., BSP Complex, Roxas Blvd., Malate, Manila.

The PTA-BAC reserves the right to reject any and all bids, declare a failure of bidding,
or not award the contract at any time prior to contract award in accordance with Sections
35.6 and 41 of the 2016 revised IRR of RA No. 9184, without thereby incurring any
liability to the affected bidder or bidders.

For further information, please refer to:

LEEANN Q. BAUTISTA

Bids and Awards Committee Secretariat
Philippine Tax Academy

7" Floor EDPC Building,

BSP Complex, Roxas Boulevard
Malate, Manila

Email: bacsec@dofiaxacademy. gov.ph
Contact Number: 5317-6363 local 6200

You may visit the following websites:
For downloading of Bidding Documents:

https://doftaxacademy.gov.ph
https://notices.philgeps.qov.ph/

15 August 2023

ATTY. NOEMI B. ALCALLA-GARCIA
BAC Chairperson



TERMS OF REFERENCE

PROJECT TITLE: Next Generation Security Firewall Appliance

SCHEDULE OF REQUIREMENTS:

Description _Quantity Delivery Schedule

Next Generation Firewall Appliance | 1 lot Sixty (60) Calendar days upon
with Three (3) year Warranty on receipt of Notice to Proceed
Hardware Appliance, Licenses and
Support Services. | .
Configuration,  Implementation |

and installation Services

| Knowledge Transfer Training

ABC: 5.1M

SCOPE OF WORK: Iy, deliv i on an f
nerati | liance (N

The deployment task includes the following:

1.  Project Kick-Off
2. The winning bidder will provide Network Topology Design and Documentation.
3. The winning bidder will perform the following tasks to install and configure a

MNext-Generation Firewall:

3.1. Installation of NGFW Appliance in PTA’s network environment (includes
mounting to PTA rack, power supply, and fan trays if applicable.)

3.2, Update NGFW to latest firmware, and activate licenses support and
subscription (Advance Threat Prevention, DNS Security, Advance URL
Filtering, Advance Threat Analysis, etc.)

3.3. Configure Firewall policies, NAT configuration, Zones, Routes, Services,
Objects, VLANS, IP addresses, interfaces, and test basic routing
capabilities.

3.4. Configure WAN connectivity, WAN Fallover, SSL Decryption, SSL VPN,
IPsec VPN(Site to site) and syslog.

3.5. Perform functionality testing of internal and external application/servers,

3.6. Prevent customer's server and user for attacks and Intrusion

3.7. Assess and review the routes for each network traffic

3.8. Discover business needs for network and security distribution

3.9. Burn-test NGFW Appliance for 24 hours.

4. Activate licenses support and subscription features (URL Filtering, Threat

Prevention, and Wildfire)
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5. The winning bidder will implement User-ID or IP-Base security function in the
PTA Domain as defined in the design documentation.
6. The winning bidder will provide User-ID to IP mapping. Tasks will include:
6.1. Map User-ID to IP address information for the number of Authentication
domains as defined in the design.
6.2. Collect User Group information per defined authentication domain.
6.3. Requirements review and definition of User domain environments.
6.4. Use of system logs to gather User and IP address information.
7. The winning bidder will implement App-ID functionality in the Targeted
Metwork/Policy.
7.1. Convert all well-known applications from Port-based rules to application-
based policies.
7.2. Isolate all unknown TCP/UDP traffic rules,
7.3. Finalize and modify App-ID policy on a third scan performed at agreed
scheduled time, subsequent to completion of the second App-ID scan.
74. Remove Port-based rules.
8.  The winning bidder will configure Advance URL Filtering on Next Generation
Firewall Network Perimeter Device:
8.1. Manually convert existing Content Filtering rules to Advance URL Filtering
profile.
8.2. Block agreed high risk categories.
8.3. Review with PTA - DOF existing URL Filtering rules and determine
necessary parameters for mapping into Next Generation Firewall Networks
URL Filtering categories.
8.4. Manually convert an existing URL Content service to NGFW Advance URL
Filtering
8.5, Gnlslate and implement a Next Generation Firewall Advance URL Filtering
policy.
8. Knowledge Transfer Training
The winning bidder will provide trainings to PTA technical team on the deployed

NGFW. The handover process will covers the installation, configuration, and
administration of the NGFW solution.
10. The winning bidder must provide as-built plan documentation.
11. The winning bidder must provide semi-annual Health Check Maintenance with
the following as part of a health check service:
11.1. Current patch levels.
11.2. ldentification of any performance issues.
11.3. ldentification of any potential security issues.
11.4. ldenlification of any potential server (hardware) issues.

TECHNICAL SPECIFICATIONS:
1. Hardware Specifications

1.1. The proposed Next Generation Firewall must support the following:
= Mot lower than 6.8 Gbps of Firewall Throughput.
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= Nine hundred forty-five thousand 945,000 maximum sessions
and at least One hundred thousand 100,000 new sessions per
second.

« Mot lower than 3.2 Gbps of Threat Prevention throughput.

= Not lower than 4.8 Gbps of Internet Protocol Security (IPSEC)
Virtual Private Network (VPN) throughput.

« 12 x RJ-45 10/100/1000Mpbs ports for network traffic.

s High-Availability (HA) both Active/Active and Active/Passive
modes,

= Fully redundant power supply with an additional power supply
module

= Not lower than 120 GB SSD disk drive capacity.

2. Functional Requirements

2.1. The Proposed Next-Generation Firewall must have a separate and
dedicated CPU, Memary, and Hard drive for the control plane and
data plane. To avoid service interruption on the data processing
plane when the control plane has been restarted or rebooted.

2.2, A hardened Operating System (OS) must be built as a firewall
appliance and not built from generic server hardware.

2.3.  Must handle all traffic in a single pass stream-based manner with all
security features turmned on to deliver predictable performance. It
shall be optimized for Layer Seven (7) application-level content
processing to handle signature matching and processing in a single-
pass parallel processing architecture.

24. Must have a basic malware analysis service withoul any additional
subscription. The firewall should forward portable executable files to
tha malware analysis service for analysis

2.5,  Must offer safe application enablement capabilities to build firewall
policies based on application/application features, users and groups,
and content, as opposed to port, protocol, and IP address,
transforming your traditional allow or deny firewall policy into
businass-friendly elements.

2.6, Must support application detection, which determines what an
application is irrespective of port. protocol, encryption Secure Shell
or Secure Sockets Layer (SSH or S5L), or any other evasive tactic
the application uses. The solution must support multiple
classification mechanisms such as application signatures,
application protocol decoding, and heuristics to your network traffic
stream to accurately identify applications

2.7, Must support dynamic addition of workload into a dynamic address
object. Any additional workload into a pool of servers belonging to a
dynamic address object will automatically apply the corresponding
security policy without manual intervention.

2.8. Must natively support decryption of Transport Layer Security (TLS)
1.3 without downgrading to TLS 1.2

3
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2.9

2.10.

2.11.

2.12.

2.13.

2.14,

Must provide enhanced reporting and logging of decrypted and
encrypted traffic.

Must be able to integrate to an external web server Hypertext
Transfer Protocol Secure (HTTP/S) containing dynamic IP, Uniform
Resource Locators (URL), or Domain list{s) that can be referenced
for security policy (e.g., whitelisting or blacklisting purposes). Any
changes on the list should be dynamically captured and
automatically applied to the security policy without manual
intervention.

It must have an interactive and customizable graphical summary of
the applications, users, URLs, threats, and content traversing the
network it protects.

Must provide a unified view of logs and separate detailed logs for
each type (e.g., traffic,c URL, threats, file analysis, system,
configuration, users, etc.) for easy analysis.

Must be able to natively trigger custom alerts/logs based on
conditions produced by different event sources (e.g., traffic, threat,
URL, system, configuration) and forward customizable attribute
value via HTTP-based service that exposes an Application
Programming Interface (API) (via HTTPS), email Simple Mail
Transfer Protocol (SMTP), Syslog and Simple Network Management
Protocol (SNMP) Trap.

Must have native built-in functionality to aute quarantine or blacklist
IF addresses to existing security policies based on any log attributes
from multiple log sources (e.g., traffic, threat, URL, etc.).

3. Certification / Accreditation /| Awards

3.1.

3.2.

3.3.

The proposed solution must be in the leader's quadrant position of
Gartner Magic Quadrant for Enterprise Network Firewall. (Must be
verifiable thru Gartner's Website)

The proposed solution must be from a security vendor that is part of
the leader category in the Forrester Wave Zero Trust extended
Ecosystern Platform Providers to support PTA towards a Zero Trust
framework. (Must be verifiable thru Forrester's Website or Principal's
website )

The cloud-based malware analysis platform of the proposed solution
must have SOC2 Type Il Plus certification. (Must be verifiable thru
Principal's website).

4. Local Management

41.

4.2

The proposed Next Generation Firewall must be fully configurable
and manageable using a \Web-based Graphical User Interface (GUI)
via a standard Web Browser (HTTP) and/or Command Line
Interface (CLI) via Secure Shell (S5H) application. No additional
client software shall be required to configure security policies,
objects, etc.

The proposed solution, if managed by a Central Management
System, must be able to add, edit or remove firewall policies that are




4.3

4.4,

4.3.

4.8

4.7.

4.8

4.9,

4.10.

4.11.

locally created. The FW appliance will allow flexibility when the
Central Management System (CMS) is down/unreachable or
security policies are applicable only to specific Virtual Next
Generation Security Firewalls.

Must generate local reports on a manual ad-hoc or schedule (daily,
weekly, monthly, eic.) without additional software
subscription/licenses or hardware componenis.

Must log all administrative activities on the web and the command
line interface.

Must be able to assign managemeni functions for each user or group
granularly defined Role Based Access Control (RBAC).

Must support Extensible Markup Language (XML) Application
Frogramming Interface (APl) that allows other systems to
manage/integrate with the solution.

Must have a native policy optimization tool to help effectively migrate
from traditionallegacy port protocol to application-based rules. It
must have usage tracking of the actual application for every security
policy that utilizes Port Based Rules (PBR).

Must have a native policy optimization tool that can help identify
unused security policies. It must not be limited to policy hit count and
must have policy rule usage analysis based on an adjustable time
frame.

Must have a native policy optimization tool to help track and fix overly
permissive security policies (allow any port/application).

Must have tagging or labeling capability attached to security policies
and objects for automation and policy management optimization.

It must have a global search function that allows the security admins
to search for policy names and objects across your entire
configuration.

5. Threat Prevention

5.1.

5.2.

5.3.

5.4,

The proposed solution must inspect all traffic for threats, regardiess
of port and protocol, and automatically blocks known vulnerabilities,
malware, exploits, spyware, and Command-and-Control (C&C).

For the encrypted traffic Secure Socket Layer (S5L), the proposed
solution must be able to selectively apply a policy-based decryption
and then inspect the traffic for threats, regardiess of ports,

Must have a correlation engine that looks for predefined indicators
of compromise network-wide, correlates matched indicators, and
autematically highlights compromised hosts, reducing the need for
manual data mining.

The security platform must support an external dynamic list where it
offers the capability to ingest multiple feeds from third-party
Indicators of Compromise (I0Cs) feeds on IP addresses, URLs, or
Domains, then can be automated into policy enforcement to
deny/reset/drop the matching traffic. If yes, please provide evidence
o support the statement,




5.5.
5.6.

5.7.

Must support packet capturing of specific threats for forensic
evidence or investigation.

It must provide the ability to allow the organization to write its
customized threat signatures for new or targeted threats that may
not be found in other environments.

Must be able to define different antivirus/vulnerability protection /
antispyware security profiles for each security policy defined.

6. Domain Name System (DNS) Security

8.1.

6.2.

6.3.

6.4,

6.5,

6.6

6.7.

6.8.
6.9,

6.10.

6.11.

The proposed solution must stop known and unknown DNS traffic
with Machine Learning (ML) and predictive analytics.

Must help identify systems that are infected/compromised by sink
holing DNS requests to a command and control server

Must protect against Domain Generation Algorithms (DGA) based
attacks which generate random domains on the fly for malware o
use as a way to call back to a C&C server. In addition, it should
identify DGA domains based on dictionary words.

Protect against DNS Tunneling-based attacks that utilize crafted
DNS queries and responses to hide malware delivery, C&C traffic,
or data exfiltration/extraction.

Must protect against ultra-low/slow DNS tunnels that spread
tunneled data and exploits across multiple domains and use
prolonged rates to evade detection, steal data, or send additional
malicious payloads into your network.

Must protect against strategically aged domains using predictive
analytics. It should protect users from connecting to reserved
domains and left dormant for months before use by malicious actors.
It must prevent fast flux, a technique cybercriminals use to cycle
through bots and DNS records. Fast flux networks are used for
phishing, malware distribution, scams, and botnet operations.

Must protect against domains surreptitiously added to hacked DNS
zones of reputable domains.

Must prevent DNS rebinding attacks, which can be used to move
laterally and attack services inside the corporate network from the
intarnet.

Must prevent dangling DNS attacks, which use stale DNS zone data
to take over domains and cause reputational harm or launch
phishing attacks.

Must support the following DNS Security Categories:

Command and Control (C2) or (C&C)

Dynamic DNS (DDNS)

Malware

Newly Registered Domains

Phishing

Grayware

Parked

Proxy Avoidance & Anonymizers




7. Advanced Uniform Resource Locators (URL) Filtering

1.1
T2,
7.3.
7.4,

8.

7.6.

7.7.

7.8

7.9,

710,

Must have natively-integrated URL filtering capabilities.

Must support locally defined URL entries/categories.

Must have an automated cloud-based dynamic URL categorization
for classifying unknown websites.

Must have a specific category for Malware, Phishing, Command-
and-Control, Proxy Avoidance, and Anonymizers, among other
usual web calegories.

Must support multi-category URL filtering capabilities that include
risk categories for more granular URL categorization.

Must have Inline (Machine Learning) ML-based web content
analysis for real-time detection of never-before-seen malicious and
highly evasive URLs. The ML models must be retrained frequently,
ensuring protection against new and evolving never-before-seen
threats (e.g., phishing. exploits, fraud, C2).

Must have anti-evasion measures that protect against evasive
technigues such as cloaking, fake Completely Automated Public
Turing Test to tell Computers and Humans Apart (CAPTCHAs), and
Hypertext Markup Language (HTML) character encoding.

Must have real-time detection and prevention of credential theft by
controlling sites where users can submit corporate credentials based
on the site's URL category.

Must have phishing image detection that uses ML models to analyze
images on web pages to determine whether they are imitating
brands

commonly used in phishing attempts.

Must have the capability to support selective 55L decryption based
on specific URL categories to reduce risk and, at the same time,

maintain end-user data privacy. For example:
- Decrypt specific URL categories (e.g., social networking, web-
based email, content delivery networks).

- Except for government, banking institution, and healthcare provider
URL categories from decryption.

8. Advanced Threat Analysis

8.1.

8.2
8.3.

8.4,

The proposed solution must identify unknown malware using a
cloud-based malware analysis platform with advanced detection
capabilities like Static & Dynamic Analysis, Bare-metal analysis,
Machine Learning, Dynamic unpacking, Network Traffic profiling,
and Recursive Analysis.

The proposed cloud-based malware analysis platform must have
Security Operations Center (SOC)2 Type Il Plus Certification.
Must support automatic creation and delivery of protection
signatures from locally submitied samples and dynamic updates
from the platform.

The proposed cloud-based malware analysis platform must have a
custom-built hypervisor that detects and analyze evasive attacks.




8.5.

8.6.

Must be able to identify and prevent variants of known malware
Portable Executable (PE and PowerShell file types) in real-time
using the local machine learning module.

Must have a machine learning module that is updated automatically
in the form of training sets from the cloud-based advanced malware
analysis platform.

9. Warranty, Support and Service Level Agreement (SLA)

9.1.

9.2.

The proposed solution must include 3 Years Warranty on the

following Licenses, Appliance, and Support services:

Hardware Appliance

Advance Threal Prevention

DNS Security

Advance URL Filtering

Advance Wildfire Protection

SDWAN

Service Level Agreement SLA

= 24xT Helpdesk Support

« Bx5xnbd (next business day) with parts and onsite service support
for appliance and configurations during the warranty period.

* Must provide service unit in case of appliance failure or errors
within 48 hours from when the incident is reported.

L]

10. Additional Requirements

10.1.

10.2.

10.3.

The Supplier must have at least two (2) Certified Network Security
Engineer of the proposed solution and must be employed in the
company for at least 2 years. (must provide copy of Engineers
Certification from the manufacturer and Certificate of Employment,
Company — |D, and Resume/CV).

The Supplier must submit Manufacturer/Principal Authorization
Certification of the proposed Solution.

The Supplier must be at least twenty (20) years in the IT Industry.




TERMS OF REFERENCE

SCHEDULE OF REQUIREMENTS

Item
| No.

Item Description

#1

‘Contract

Duration

Delivery
Period

ABC

Internet Dedicated
Service with High-
Availability (IDS-HA)

a)

b.)

d.)

Independent ISP 1 -
150 Mbps IDS
Connection speed
with modem/media
converter.
Independent ISP 2 -
150 Mbps IDS
Connection speed
with modem/media
converter.,

Two (2) Managed
Router that can
accommodate up to
200 Mbps traffic
throughput

One (1) Managed
Service Load
Balancer Internet
Access Gateway
Appliance

One (1) year
upon the
Issuance of
the Cenificate
of
Operationality

Delivery,

' Configuration,
fand
Installation
service shall
be completed
within sixty
(60) calendar
days from the
issuance of
the Motice to
Proceed

P & Million

#2

Managed Service PABX
System

a)
b)

c
d)
e)

fl

One (1) ISDN Port 30
Channels

Ten (10) Vocoder
Channels for SIP
Trunks

25 licenses
subscription

24 Enterprise |P
Phones

1 Operator IP Phone
with Console

Voice Menu System
(VMS) attendant for
an automated virtual

system.

P 1.5 Million




g)
h)

i)

k)

Feature for call detail
records

Two (2) units 24 Port
Power Over Ethernet
(POE) Switch for IP-
phones

Fiber one Local
Exchange Camier
{LEC) 10 Mb for
remote extension
within the building or
complex

1 x Fiber 1 LEC 10
MBPS - for remote
extension within the
building (comes with
wifi Router (4 Port),
129 IP

Block, 1GE MRTG
Access and
Monitoring)

Network Equipment and
Access Points

al

b)

c)

d)

a)

One (1) unit Core
Switch

Two (2) units 24 port
GE ports Power over
ethermet (POE)
Switch

Four (4) units 48
ports GE Distribution
Switch

Ten (10} units of
Cisco Meraki Access
Paints with one (1)
yaar subscription
Manage Remote
License

Twelve (12) 10 G
Transceiver Modules
One (1) Enterprise
Network and Server
Monitoring System
includes one (1) year
support and
maintenance plan for
100 Node licenses.
Two (2) units of
2KVA rackmount
UPS

P 8.8 Million




E

i

k)

Implementation
Activities -
Configuration,
testing, and
commisgioning all
active components,
including hardware
and software.
Training and
knowledge transfer
Project
documentation, turn-
over, and
acceptance.
Warranty and
Support

#4

Structured Cabling -
Supply, delivery, and
installation of network

peripherals and cabling
materials for 100 nodes

P.5
Million

 Total

P 15.8 Million

APPROVED BUDGET

ﬂ:rall fina r;:;ial proposal shall not exceed the approved budget for the Contract (ABC) of Fifteen
Million Eight Hundred Thousand Pesos (P 15,800,000.00) inclusive of taxes and duties.

SCOPE OF WORK — The Winning Bidder shall provide the service to the Philippine
Tax Academy (PTA) in accordance with the terms and conditions and must include

the following provision of service:

1. Must provide Design and Planning of the service to be provided.
2. The Winning Bidder must Supply, Deliver, Configure, and Install:

2.1. Two (2) Independent Internet Service Providers (ISPs) with One
Hundred Fifty (150) Mbps Committed Information Rate (CIR) each via
Fiber Optic Cable to the PTA Office located at 3" floor, DOF Main Building

2.2.

2.3.

2.4. Managed service PABX System
2.5. One Hundred (100) nodes of structured cabling
Installation cost must be bundled with the one-year contract service, including

and 7" floor, EDPC Building, BSP Complex Roxas Bivd., cor. P. Ocampo St,

Manila.

Two (2) units Managed Service Telco Grade Router for each
independent ISP: Cisco ISR 4351 routers including subscriptions and Local

supports.

One (1) unit Managed Service Load Balancer Internet Access Gateway

appliance.

providing the needed cablesfinsulation and other related materials following
industry standards.
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4. Suppose the PTA transfers to a new office location. In that case, the Provider must
transfer the Fiber Optic Cable (FOC) connection, including hardware re-
deployment, to the new site at no cost.

5. Must conduct Acceptance testing, which will be used as the basis for the start of
the billing period for the internet service (ISP); shall take place after the installation
and inspection, subject to the following criteria:

5.1. Must be conducted by the winning Internet Service Provider
Melecommunications Company (ISP/Telco) in the presence of PTA-ITD
representatives;

3.2. No service interruption must take place during the testing period, except for
those beyond the provider's control (i.e., power failure, failure of equipment,
and international/regional backbone problems);

5.3. Committed Information Rate (CIR) requirement compliance for two (2)
proposed independent ISPs;

54. Latency requirement compliance;

9.5. Must turn over an assigned Multi-Router Traffic Grapher (MRTG) accounts
for both independent ISPs ta PTA-ITD;

9.6. Must secure and provide usable static public IP-Address as required.

5.7. Must conduct Bit Error Rate (BER) Test.

5.8. The Acceptance Test Procedure must have the following results:

5.8.1. Line Quality Test - Test; BER - Standard: Error — free
5.8.2. Test for Packet Loss - Test: Ping - Standard: 100% packet return
5.8.3. Latency Test - Ping - Standard: 180-250 milliseconds to US routes.

8. Technical Support Technical support services must include the following:

6.1. Maintenance Services
6.1.1. Maintenance of all provided hardware, peripherals, and Software to

ensure proper working order;
6.1.2. Replacement of all defective hardware peripherals and materials in
case of hardware malfunction:
6.1.3. Pro-active notification thru email, phone calls, and SMS on any
occurrences of the following:
a. Schedule downtime
b. Service interruption
c. Upgrades or preventive maintenance
d. Possible rerouting of internet connection to backup link due to
connection loss of both primary and secondary links.

6.2, Customer support

6.2.1. 24x7 on-call support;
6.2.2. Must resolve all kinds of technical problems within 30 minutes from
the initial report time, including but not limited to:
a. When the links connection is down
b. Packet loss
c. Latency variation
d. Routing issue
6.2.3. Must provide an hourly status update from receipt of initial report time
if trouble will take more than 30 minutes to resolve:
6.2.4. Must provide telephone (landline/cellphone), SMS, ar Email technical
support, available on a 24x7 basis to assist in troubleshooting issues:
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6.2.5. Must provide qualified technical representative/s, within 24 hours of
initial report time and at no additional cost to PTA, for issues that need
to be resoclved on-site.

6.3. Service Level Agreement

6.3.1. Must provide Network Availability of: 89.8%

6.3.2. Must have 24/7 network support and data operations center

6.3.3. Must have an Upgradeable and Scalable Bandwidth Provisioning

6.3.4. Must have a robust and resilient network

8.3.5. Must have an extensive nationwide network

6.3.8. Must have experienced and licensed technical suppart engineers for

the required managed routers and equipment, preferably Cisco
Certified Network Associate (CCNA) and Cisco Certified Network
Professional (CCNP)

6.3.7. Must provide guaranteed latency not less than 200ms at 50% load

from PTA to the internet service provider

6.3.8. Must have a guaranteed Packet Loss of 0.1% or less

6.3.9. Provide PTA a written notice at least (5) working days before the

scheduled maintenance work. In the event of service interruption due
to scheduled maintenance, the provider should have alternate re-
routing of the internet connection.

6.3.10. Mean-Time-To-Repair (MTTR)

5.3.11. Router Connection Error (30-45 mins)

6.3.12. Local Exchange Breakdown (2-4 hrs)

6.3.13. Scheduled Maintenance Work (4-6 hrs)

6.3.14, Must provide a monthly report of service interruption and time of

delay with corresponding rebates, if there are any.

6.3.15. Diverse and distributed cable routes using trans-Asia and trans-

Pacific submarine cable systems with redundancy

6.3.16. Must provide a direct connection to major IXs (Internet Exchanges),

both local and international

6.3.17. Minimum of 1:1 Committed Information Rate (CIR) synchronous

download and upload.

6.3.18. Must provide real-time access to bandwidth utilization monitoring

reports through Multi Router Traffic Grapher (MRTG) for two (2)
circuits.

ll. DELIVERY AND RECEIVING INSTRUCTIONS

The Supplier shall observe the following instructions:

1. Services/Goods as specified in this Schedule of Requirements andlor the
Technical Specifications must be delivered only to the address indicated herein.

2. The Provider must notify the indicated authorized receiving personnel at the
Project Site of the scheduled delivery date at least three (3) working days in
advance and shall ensure that the authorized receiving personnel from the PTA
is present during the date and time of delivery.

3. The Supplier shall deliver to the Project Site from 9:00 AM to 6:00 PM and on
Mondays to Fridays only; the Provider shall not make deliveries before 8:00 AM,
after 6:00 PM, and on non-working days.
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4. Upon delivery of the Goods to the Project Site, the supplier shall notify the PTA
and present the following documents:

4.1. Original Supplier's Invoice showing the Goods description, quantity, unit
price, and total price.

4.2, Original Delivery Receipts

4.3. Original Statement of Accounts.

4.4, Approved Purchase Order for these conditions, Purchaser's representative
at the Project Site is Mr. Mark P. Olaguir, Development Management
Officer I, and concurrent Technical Property Inspector or his authorized

representative(s).

lll. TECHNICAL SPECIFICATIONS

Description |

1. Internet Dedicated Service with High-Availability (IDS-HA)

1.1 Two (2) Independent ISP (Primary and Secondary): 150 Mbps each IDS
Connection speed with modem/media converter

1.1.1. Must be a Tier-1 internet provider with multiple submarine cable
link support and has fully redundant network routers connected to
a high-performance fiber optic infrastructure. "Tier-1 means
registered "Telecommunications” Company in the
Philippines”™ The Provider must have a total network traffic
capacity of at least 80 Gbps |IP upstream (US and Asia)

1.1.2. The Provider must be ISO 9001:2015 certified, and IS0 27001:
2013 certified.

1.1.3. The provider must have at least ten {10) years as a telephone and
internet service provider from the NTC.

1.14. Must have Seamless Dedicated Internet Premium Bandwidth with
High Availability (HA) via fiber connection capable of transmitting
multiple traffic streams and variable bandwidth preset with twice
the subscribed bandwidth of: Independent Primary ISP = 150
Mbps and Independent Secondary ISP = 150 Mbps.

1.1.5. Must have an existing Wide Area Network (WAN) fiber-optic |
backbone near the main entrance of Bangko Sentral ng Pilipinas
(BSP) and Department of Finance (DOF) Buildings.

1.1.8. Must have a Metro-wide fiber optic network

1.1.7. Must have a Tier 1 International Internet Exchange backbone
connection with the corresponding type of connections (submarine
cable, satellite, etc.)

1.1.8. Must be able to change traffic with other Tier 1 providers, following
strict peering agreements. (Peering is the internet traffic exchange
between two networks that have agreed on a connection to
exchange traffic without using a third party, reducing internet costs.
Without Tier 1 internet providers, intemnet traffic could not be
exchanged between countries.)

1.1.8. Must be capable of connecting to wan failover and ISP internet load
balancing appliance with stable bandwidth connection.




1.1.70

1.1.11,

1112

1.1:43.

1.1.14.
1.1.15.

1.1.18.
1.1.17.

1.1.18

1.1.18.

1.1.20

- Must be directly connected from the main pipe of the USA intermet |
backbone and directly connected to the foundations of the internet,
offering higher speed connections and more reliable networks.
Must be connected from the Asia Pacific loop of a backbone with
the East-Asia Crossing and Pacific Crossing.
Must be a member of a Local Internet Exchange, e.g., Philippine
Internet  Exchange (PhiX), Matrix Internet Exchange (MIX),
Common Routing Exchange (CORE), etc.
Must guarantee a 1:1 ratio of bandwidth from the user's office to the
global Intermnet
Must have a flatter network optimized for P with low latency
Must be capable of a redundant node from PTA Site to the ISP's
main hub.
Must perform a Bit Error Ratio (BER) Testing after installation.
Must Supply a Committed Information Rate (CIR): No less than
150Mbps each independent ISPs.
Must provide Public IF addresses (PIP). IP allocation should be
flexible and easier to access from a Tier 1 provider.
a. /30 and f27 for the ISP1, and
b. /30 and /27 for the I1SP2
The facility Must be owned and cperated by the Internet Service
Providers (ISPs).
. Must perform Local Area Network (LAN) and Wide Area Network
(VWAN) equipment configurations.

12, Two (2) units Managed Service Telco Grade Router for each
independent ISP: Cisco ISR 4351 routers including subscriptions and Local

supports
1:2.1,
1.2.2,
1.2.3.
1.2.4.
1.2.5
1.2.8,
1.2.7.
1.2.8
1.2.8

with the following specifications:
Form Factor: 1ru
Performance: 500 Mbps throughput upgradable to 2Gbps
Management Port with Management Cable
Network Interface Module (NIM): 3
Default / Max Dram: B GB / 16 GB
Integrated Services Card Slots: 1 (PVDM 4)
USB ports (type A): 2
Power Supply Type: Internal AC, POE, or DC
Redundant Power Supply:

1.2.10. Module online insertion and removal

1.2.11.

Server virtualization platform (UCS E Series) and Network
Compute Engine (NCE): 4 Core NCE

1212, Zone-based firewall and NAT services:
1.213. VRF- aware Firewall and Network address translation (NAT)

1.2.14,

Hardware VPN acceleration (DES, 3DES, AES)

1.215. IPSEC VPN Services:
1216, Flex VPN, Easy VPN remote server, Enhanced Easy VPN,

12147

Dynamic Multipoint VPN (DMVPN)
Group encrypted transport VPN (GET VPN), V3PN, MPLS VPN

1.218.  Intrusion Prevention: Snort for signature Based and Firepower as

1.2.18.

nGIPS
Anomaly Detection and Machine Learning: Cisco Self Leaming
Networks (SLN)




1220. Network Foundation Protection: ACL, FPM, control plane |
protection, control plane policing (capp), Qos role-based CLI
access, source based RTBH, uRPF, S5H v2

1.221. Cisco Umbrella Branch Support

1.2.22. Cisco Cloud web security
a. Cisco trust Sec
b. Security Group tag Exchange Protocol (SXP), SGT over

GETVPN

1223 SGT over IPSEC

1224, SGT over DMVPN

1225 SGT-based ZBFW

1226 Port/Layer 3 interface/IP/Subnet-to-SGT mapping

1.2.27. SGT export in Flexible Netflow

1.3. One (1) unit Load Balancer Internet Access Gateway appliance.
1.3.1.Hardware & Performance Profile:
a. The proposed solution must be a 1RU appliance
b. The proposed solution must meet the performance
specification below:
Firewall throughput 12Gbps.
New connections(TCP)80,000.
Threat prevention throughput 4 2Gbps
IPS Throughput 3.85 Gbps
The proposed solution must provide the type & number of
interfaces as below:
= At least two (2) USB ports
= At least six (8)10/100/1000 Base-T ports
= Atleast 2 SFP ports
= At least two (2) 10G ports with end to end SFP Modules.
h. Hard Disk - The proposed solution must provide 64Gb SSD
disks
1.3.2 Network Adaptability
a. Deployment
b. The product proposed should support following deployment
modes:
routing/gateway mode;
transparent/bridge mode
virtual wire mode
bypass mode.
* Mixed mode
1.3.3. Hardware Bypass
The product proposed must support at least 2 pair of hardware
bypass(copper), so in case of device failure, the network traffic can
still pass.
1.3.4.High Availability
The proposed product must support high availability via,
= Active-Active mode;
+ Active-Passive or Active Standby mode;
1.3.5.Link Aggregation
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The proposed product must support link aggregation with following
work mode:
= Load balancing - hash
» Load balancing - RR(Round Robin)
= Active-Passive
« LACP
1.36.Link State Propagation
The proposed product must support link state propagation, that
means can sefup the correlation interface group, if one of the

interface in the group turns up/down, the ather interface will follow
the same action

1.3.7 Link State Detection
The proposed product must support link state detection, with at least
the methods below:
+ Address Resolution Protocol (ARP)
* Packet Internet or Inter-Network Groper (Ping) or ICMP
* Domain Name Server (DNS) Lookup
1.3.8.Network Address Translation (NAT)
The product proposed must support different mode of NAT:
* SNAT, DNAT and bidirectional NAT.
» One to one NAT, one to many, many to one NAT.
» MNAT4G6, NATS4
1.3.0.1PvE
The product should be ready for IPv6, include:

s Support IPv4/IPvG dual stack mode;

» Support control IPV6 in access control policy, provide
control via |IP address, service, application,
domain,etc.

1.3.10. Dynamic Host Configuration Protocol (DHCP)
The product should support DHCP, include:
= Act as DHCP server or DHCP proxy
« Support IP reservation
1.3.11. Generic Routing Encapsulation (GRE)
The product proposed should support GRE tunnel.
1.3.12. Others
Support DNS transparent proxy
» Support ARP proxy
« Support DDNS
1.3.12. Routing
Static Route
» The product proposed must support static routing.
1.3.14. Dynamic Routing
The product proposed must support dynamic routing protocol:
= Routing Information Protocol (RIP)w1/2
* Open Shortest Path First (OSPFv2, OSPFv3
= Boarder Gateway Protocol (BGP)4
1.3.15. Open Shortest Path First (OSPF)
Support redistributes direct route, static route, RIP route
(OSPFv2), default route to OSPF.




1.3.16.

1317

1.3.18.

1.3.18.

1.3.20.

1.3.21.

1.3.22

1323,

Support authentication method: plaintext, MD5
Boarder Gateway Protocol (BGP)
Support redistribute direct route, static route, RIP route, OSPF
route to BGP
Policy-Based Route
The product proposed must support policy-based route. The policy
route can setup with:

* Routing source can be specific to IP, IP group

» Support select route based on IP, services, Country/Region,
Application etc.

» Support load balance via at least 4 methods, Round Robin,
Bandwidth ratio Round robin, Weighted least traffic, prefer the
first link (link on top)

IPSec Virtual Private Network (VPN)

The proposed product must support at two types of IPsec VPN

protocols:

= Proprietary VPN protocol.

« Standard IPsec protocol.

Dynamic Connection

The product proposed must be able to setup site to site VPN in

the following scenarios:

» Both site is static IP

= Both site is dynamic IP

* One site is dynamic IP while the other site is static IP

VPN Status Monitoring

Support monitoring the status of each VPN tunnel, the data be

monitoring includes:

» Overview of all the active VPN tunnels

» Inbound/outbound traffic;

« Latency

= Packet loss rate:

Software Defined-Wide Area Network (SD-WAN)

The solution proposed should support SD-WAN capability via

VPN tunnels:

* Support session-based link balancing mode.

# Can choose the optimize link based on bandwidth-remaining
ratio, application type or link quality (means packet loss, jitter,

latency)
Others
a. Support IPSec VPN as the backup link, when main link
(MPLS or lease line) disconnected, the traffic will failover to
IPSec tunnel
b. Support Access Control, Security policy (IPS, APT etc) on
IPsec tunnel.
Secure Socket Layer (SSL) VPN

The proposed product should support SSL VPN feature,
» Support at least 30 concurrent user access

= Support TCP, UDP, ICMP protocols

* Support HTTP, HTTPS, Email, Fileshare, FTP etc,




1.3.24.

1.3.25.

1.3.26.

1.3.27.

1.3.28

1.3.29,

1.3.30

» Support control access by IP, URL, TCP/UDP port etc.
= Support access resource (destination IP/system) by NAT
(NGAF IP address) or virtual IP
Operating System and Browser
The proposed product should be able to support S5L VPN
access via Windows XP/7/8/10, MacOS, Andriod, 10S
Active Directory Support
= Support LDAP user automatic synchronization.
= Support Microsoft AD security group mapping.
= Support SSL VPN user log in & log out log
User Authentication
The proposed product should be able to support user
authentication via following standard:
» Support captive-portal based authentication; the captive
portal is customizable;
= Support Single Sign-on (SS0) with Microsoft AD, Radius
s Support local user database, and external user authentication
such as LDAP, Radius, POP3J etc.
Access Control
The proposed solution should support application control feature
and meet the following specifications:
= Support application control and can identify & contral over
9800+ applications.
* Support admin customize their own application types
» Typical types of applications can be controlled include game,
P2P, shopping, social networking ete.
» Should be able to control applications via source/destination
IP, username, Schedule etc.
» Be able to deny, allow applications
Uniform Resource Locator (URL) Filtering
The proposed product must support URL filtering:
* provide at least 70+ URL categories, include game,
gambling, finance, Pornography etc.
» Support manually create customized the URL category.
« Should provide on premise URL signature database, not only
rely on cloud.
File Filtering
The proposed solution must support filter, which can filter the
download, upload file by file type(extension).
» Support common file type(extension) category, such as,
image, text, executable file, scripts etc.
» Support customized file type(extension)
Connection Control
The proposed sclution should support feature to control
concurrent session/connections:
« Be able to control concurrent session/connect by source IP,
destination IP, or both
= |n the policy, it will be able to setup specific concurrent
session/connection number.




1.2.31. Geolocation Control
The proposed product should be able to control traffic based on
Geolocations:

« Be able to control the source IP by a geolocation level, that
means the device have a database that can identify the
access (IP) is from which country/region and specify the deny
or allow action

+ The geolocation identifications should be able to support to
the major countries in the world

« Support the search feature to help find out a specific IP
belong to which region.

» Support check the status of IP that being blocked.

* Support exclude specific IP from the control.

1.3.32. Bandwidth Management
The product proposed must be able to support bandwidth
management feature:

+ Be able to limit or guarantee the bandwidth based on IP,
user, application, schedule, VLAN etc.

= Be able to provide per |IP/User speed control in single policy

1.3.33. Security Protection
Overall Intrusion Prevention System (IPS)

The product propose must support IPS feature and meet the
specification below:
= |PS signature over 9000 entries on premise.
« Support admin create customized IPS signature by regular
expression, keywords, protocol, port & direction
+ Support admin change the signature default action by per
signature based or global.
+ User can use CVEID, Vulnerability Name, vulnerability 1D,
threat level etc to search for the related signature.
« |PS module should be able to detect brute-force attack to
DB2, Mongodb, MSSAL, MySQL, FTP, IMAP, Jboss,
Jenkins, Joomla, Kerberos, SMB, Telnet, SSH, RDP elc.
« |PS can get up to date signature data via cloud threat
intelligence or upload signature package via web Ul
* Support minimize to 10-minute update after a new outhreak
happens, when connect to cloud threat intelligence
1.3.34. Advance Persistent Threat (APT) Support Feature
The proposed solution must support APT and meet the following:
= Detection of remote control trojan, malicious URL/domain,
and other threats.

= The product should support at least 140 million malware
signature database on premise

« The device can connect to cloud threat intelligence and do
real-time for check to threat that cannot be identified locally.

* APT can effectively identify & block the abnormal traffic within
well-known protocols such RDP, SSL, IMAP, SMTP, POP3,
FTP, DNS, HTTP, WEB

1.3.35. Anti-Virus Support Feature




The proposed solution must support anti-virus feature:

Support stream based anti-virus with Al-Based anti-virus
engine

Support protocols HTTP, HTTPS, FTP, SMTP, IMAP, POP3,
SME etc.

Support compress file detection, and support compress file
with up to 16 layers.

Support scan the files up to 20MB

Support detect virus in main stream file types, include text,
image, music, movie, compressed file, executable file,
document, script,etc.

Support cloud based analysis with the file cannot be identified
locally

» Support whitelist or exclude trusted file by MD5 or URL path

1.3.36. Anti-DoS/DDoS (Denial of Service)
The proposed solution must support anti-dos/ddos features, with
the features:

Support ARP flood, SYN flood, UDP flood, DNS flood,
ICMP&ICMPV6 flood protection.

Support IP/port scan protection.

Support detection and prevent Tear Drop attack, LAND
attack, Win Nuke attack, Smurf attack, Ping of death, IP
fragment.

1.3.37. Cloud Threat Intelligence
The proposed solution should provide the cloud-base threat
intelligence capabilities, include:

Cloud Sandboxing
Cloud intelligence to identify unknown/new threats

» Cloud intelligence can provide the new signature update to

new cutbreaks, the minimized respond time is 10 minutes.

1.3.38. Decryption
The proposed solution must support HTTPS decryption

1.3.38. Account Protection
The proposed solution must support a dedicated account
protection module to identify the abnormal usage of user accounts.

Support detection of weak password, brute-force attack,
abnormal/suspicious login etc.

Provide dedicated GUI page to show & respond all the
account abnormal usage events that happens recently.

1.3.40. Ransomware Protection
The proposed solution must support a dedicated ransomware
protection module, which can:
« Automatically scan and detect ransomware related

1.341. Security Assessment

vulnerabilities, port, weak password, brute-force attack etc.
Provide dedicated GUI page to show and respond all the
ransomware related vulnerabilities

Can provide guidance or suggested action to admin, e.g.,
deploy block policy direct,




Risk Analytics
a, The proposed solution must provide risk analytics module
that allows to scan and identify security loopholes such as
open port, system vulnerabilities, weak passwords, etc.
b. The risk assessment should support major protocols such
as: HTTP, HTTPS, POP3, SMTP, RDP, SMB, Oracle, MS-
SQL, MySQL etc.
1.3.42. Passive Vulnerability Scan
a. The proposed solution must provide a real-time vulnerability
analysis or passive vulnerability scan:
» Detection vulnerabilities based on traffic pass through
NGAF, without any active scanning activities to the
servars, minimize the extra work load and other impact
» The vulnerabilities that can be detected includes web
application vulnerability, weak password, improper
configuration on web server, etc.
« Support generate HTML format report
1.53.43. Log and Reporting
a. The proposed solution must suppaort build-in log center which
can keeps 4 types logs:
« Access Log (Application contral log, user authentication
log, SSL VPN log)
« Security Log (IPS, WAF, Botnet, Email protection, Anti
DoS, Web Access)
= System log
« Support export log to excel file.
b. The appliance should include the local hard disk to provide log
retention
1.3.44. Reporting
The proposed solution must support build-in reporting features,
which include:
= Generate comprehensive Security report in PDF format
« Support security report subscription by email, in daily,
weekly, monthly based.

1.3.45. Syslog
The proposed solution must support export log to syslog server
1.3.48. Certifications - CyberRatings
The proposed solution must be with "AAA" racking in the Cyber
Ratings Enterprise Firewall
1.3.47. Capability Maturity Model Integration (CMMI}
Vendor must be certified with CMMI L5.

MAMAGED SERVICE - PABX SYSTEM
21 PABX System must have minimum capacity of the following configuration:
21.1.0ne (1) ISDN Port Thirty (30) Channels
2.1.2.Ten (10) Vocoder Channels for SIP Trunks
2.1.3.10 SIP Ports
2.1.4.25 |P Subscriber Licenses
2.1.5.0ne (1) Operator IP Phone




2.2
2.3.

24
2.5.

28

2.7
2.8

2.8,

2.10.
211,

212,

2.13.

2.14,

2.16.

2.18.
2.17.

218

2.19.

2.20

2.21

2.22

2.1.6. Twenty-Four (24) Enterprise IP Phones
Operator IP phone must be paired with DSS expansion key
The IP-PEX/PABX/Communication System shall employ IP at its core with IP
switching technology and 100% non-blocking.
The system should be IPVE ready.
The architecture of the system shall be capable of seamless migration to its
maximum capacity by simply adding peripherals cards/imodules in the same
chassis without compromising function/ffeatures of the system. The
architecture should be non-stackable eliminating individual power supply for
each chassis.
The system should be built on a universal siot architecture and modular in
design to enable seamless growth, by adding the desired necessary modules
and cards as and when required. Any interface peripheral card can be inserted
in any slot of the platform, whereby it is possible to increase or decrease the
trunk lines or subscriber lines of the system as per the requirement.
It shall have distributed processing architecture, SLIC and SMT Design.
The system shall have the built-in Auto-attendant facility and shall be able to
answer minimum 9 calls simultaneously and should support dial-by-name.
The system shall be compatible and type-approved with ISDN PRI line of Local
Service Provider.
The PRI card should be software programmable for TE/NT mode.
Two (2) units 24 ports Power Over Ethernet (POE) Switch must be included to
provide power to the IP phones
The system shall have built-in web-based software programming tool for
system administration.
Detail reports of all system parameters should be generated through the SMOR
port of system,
Each port of the system shall be programmable. It shall have programmable
features port-wise/extension-wise.
The system shall suppert flexible numbering for extensions such as it may have
extensions with 1 digit. 2 digits and up to 6 digits’ numbers as well as in
combination of all.
Access codes, system timers and access to features shall be programmable.
Storage of outgoing, incoming and internal call reports shall be generated on
SMDR port of the system. It shall also be available online through Ethernet
Faort.
Systemn must have a built-in station message detail recording to log calls
without any added modules
Provision of PABX telephone system must include the installation,
configuration and after-sales service support
Full Comprehensive Warranty (12 Months) for PABX system and telephone
handsets
Knowledge Transfer and End-User Training must be provided after
commissioning
1x Fiber 1 LEC 10MB - for remote extension within the building up (comes
with Wi-Fi Router (4 Port), /29 IP Block, 1GB of either email or web Hosting
Service and MRTG Access)

NETWORK EQUIPMENT

3.1,

Core Switch




31.1. Managed switch with 12 x 10G copper ports + 12 x 10G SFP+
modules (dedicated)
312 1 Gigabit Ethernet Management port
3.1.3.  1RU Height Rackmount
3.1.4. 480Gbps switching capacity
31.5. With MTBF of around 1.372M {hours) at 25°C
3.1.6. 3IMB Packet Buffer
3.1.7. 240mpps (64-byte packets)
32 24-Port PoE Gigabit Switch
3.2.1. Equipped with 24 Gigabit Ethernet Ports Full PoE+ x 4 10 Gigabit
Ethemnet
322 Supports PoE budget of 370W on full load on a single power supply
323 Max power consumption < 440W on full load
324 Supports up to 128 Gbps switching capacity
325 With MTBF of around 698K (hours)
326 Rack mountable
3.3 48-Port Gigabit Switch
3.3.1. Equipped with 48 Gigabit Ethernet + 4 10 Gigabit Ethernet ports
3.32. Supports 176 Gbps switching capacity
333 Supports up to 8K MAC addresses
334 With MTB of around 1.452M (hours)
335 Rack mountable
34. Indoor Wi-Fi 6 Access Points
34.1. Cloud managed Access Point with integrated enterprise security and
guest access
342 2x2:2 (2.4GHz) + 4x4.4 (5GHz) MU-MIMO 802.11ax
3.4.3. Application-aware traffic shaping
34.4. Enhanced transmit power and receive sensitivity
345 Supports automatic cloud-based RF optimization
346 With MTB of around 500K (hours) '
35 Network Monitoring Software |
351. Supports 4 monitoring engine to provide users with efficient, scalable
monitoring
3.52. With dashboard that provides a customizable high-level overview of
hosts, services, and network devices
353 Can easily view network incidents and resolve them before they
become major catastrophes
354. Automated, integrated trending and capacity planning graphs allow
organizations to plan for upgrades
3.65 Equipped with configuration wizards & infrastructure management
356 Supports advanced user management to easily setup and manage
user accounts with only a few clicks then assign custom roles to
ensure a secure environment

STRUCTURED CABLING
Supply, delivery and installation of network peripherals and cabling materials for
100 nodes
41. Cats UTP Cable
411, 10M100/1000 BASE-TX
4.12. Bare Copper Material, 23 AWG Construction Conductor |

va/




41.3. HDPE Material insulation
4.1.4. PE Cross Member
4.1.5. ISO/EC 11801 ED.2.2:2011 Compliant
416 ANSITIA 568-c.2-2011 Compliant
42 Cats Patch Panal
421 |DC connector can accept 22-26 AWG solid and stranded cables.
422 Temminate using 110 or Krone Tools
423 Dimensions and mounting compliant with EIA-310-D
424. Panel Area; SECC/1.5mm thickness
425 MNumber of ports/ height: 24/1U
4.26. Color: Black
427 Easy port description by removable labels in plastic holders.
428 RoHS Compliant
43. CATE Modular Plug / RJ45 Connector - Unshielded
4.3.1. UL Applications that support up to 250V AC
432 Dielectric with standing voltage 500V AC
433 100Mohms Insulation Resistance
434 Transparent Polycarbonate
435 Phosphor bronze blade w/ gold plating
44 UTP Cable Management Guide 1U
441, 19" Standard rack and cabinet mountable
442 Meets EIATIA bend radius requirements.
44.3. Prevents cable tangles
444 Light weight and easgy to install,
445 The panel is configured with 12 rings.
446. Two (2) openings in the rear to provide access pathway
447 ROHS Compliant
45 Cats UTP Patch Cord
45.1. Category 6 UTP patch cord using RJ45 contacts 50u inch gold plated
and snag proof boot,
452. 10/100/1000 BASE-T, Voice, Video and other applications

Cﬂl‘lrdUEtﬂ[___MEtErlEll / Size | Bare Copper / 30 AWG
Material | High Density Poly Ethylene
Insulation | (HDPE)
i | Diameter 055+£005mm
| Material Low Smoke Zero Halogen (LSOH) |
Sheath [ Diameter — [3.1%02 mm E

46. 19" Open Bay Rack, Floor Mount
47. One (1) unit UPS Rack mountable/tower, 2000VA 230V~ 1800 Watts or
higher

IV. BILL OF MATERIALS, CONFIGURATIONS AND SITE WORKS

| INTERNET DEDICATED SERVICE WITH HIGH-AVAILABILITY (HA) | ‘

A

| Independent ISP with modem / media converters _ | 2

e

)




DESCRIPTION
Managed Telco Grade Router

QTy

Bandwidth Manager Internet Access Gateway

T T e

MANAGED PABX SYSTEM - 10SIP x 25 IP PHONES

10 Viocoder Channels for SIP Trunks

25 IP Subscriber Licenses

1 Gperatn-r IP Phone w/ DSS Console

24 Business IP Phones

VMS for Automated Attendant

SMDR Feature for Call Detail Records
2 x 24—F'urt PoE Switch for IP Phnnes

------

Eumprﬂhenswe Wan‘anty & Support

Project Acceptance and Turn-over

1x Fiber 1 LEC 10MB - for remote extension within the building up
(comes with wifi Router (4 Port), /29 IP Block, 1GB of either email or
web Hosting Service and MRTG Access)
NETWORK

T s

| 24-Port Gigabit PoE Switch

I | 48-Port Gigabit Switch

| Cisco Meraki MR44 w/ MR Enterprise License, 1YR

10G Transceiver Module

MNagios XI| Enterprise 100 Node License, 1 Year Ticket Support and
Maintenance Plan

| EIWA LIPE Rackmount

Lt W ole 2T

PIEIIminar'_n,l' H-::tlmheg.

Supply of Labor and Manpower

General Provision, Mobilization and Demobilization

Phys.lcal Installation of Active Equipment

Active Components System Cunf’gurﬂtlnn.-Testlng and
Commissioning

Network Munrtunng Software Installation & Commissioning

Funr.:uunalrt!,r Testing & UAT
Configuration Validation / Host

Provisioning of Tﬁu‘np:n:::nr:m'].ur Tools and Equipment during installation

End-user Training & Knowledge Transfer

Project Documentation

_Project Tum-over

Project Acceptance

1- Year Maintenance Agreement

1 -Year Standard Warranty

'STRUCTURED CABLING

Supply of Network Peripherals and Cabling Components

CATE UTP 4 PAIR SOLID 305M




‘ CATE 24 Port UTP Patch Panel 1U 1 |

Cable Boot (Black, Blue, Green, Gray, White, Yellow, Red) 20
 CATE Modular Plug / RJ45 Connector - Unshielded 20

UTP Cable Management Guide 1U (Plastic) 10
. CATE UTP Patch Cord, 5M 100
 CATE UTP Patch Cord, 2M 100

CAT6 UTP Patch Cord, 1M . 20

18" Open Bay Rack, 7 ft. w/ vertical cable manager 1

Supply of Roughing-ins 1] 18
Roughing-in Materials, Fittings & Supports (Canduits, Mouldings, etc.) -1
Consumnables and Miscellaneous
 Site Supervision, Engineering and Project Management

Preliminary Activities .
Supply of Labor and Manpower
Mobilization and Demobilization
Layout and Installation of Roughing-Ins
 UTP Cable Layout and Installation
_Port Testing, Re-tagging and Labelling (100 Ports)
| Termination of UTP Cables : 1
Re-patching of Existing Cabling 1
Provisioning of Temporary Tools and Equipment during installation
Project Documentation
Project Turn-over

Project Acceptance _
6-Months Workmanship Warranty on Cabling Works
LOAD BALANCER

Hardware appliance, 8 x GE RJ45 + 2 x SFP, 1 x available NIC slot.
Default with 4GB SSD. Support 12Gbps Firewall Throughput, 1
4.2Gbps Threat Prevention Throughput. =
System License Package for the following features: Firewall,
| Bandwidth Management, URL Filtering, Application Control
| System On-site Configuration of Supplied Equipment
| Testing & Commissioning = 1
| System Training )
|_1-Year Equipment Warranty and Technical Suppaort

In the event that any of the materials run out, it shall be the responsibility of the win ning bidder
to replenish the same, notwithstanding from the quantity of the bill of materials.

V. TRAINING REQUIREMENTS

Prior to Final Acceptance, the supplier shall provide End-user training on how to use and
manage the active components included in the project,




The winning bidder shall also provide the end-user with user, configuration and technical
manuals.

VI. WARRANTY AND MAINTENANCE:

1. Six (8) months workmanship warranty for structured cabling

2. One (1) year warranty for ICT equipment such as APs, routers, switches, and
racks.
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- With parts and on-site service support for all equipment during the whole
duration of the warranty.
4. After-sales support services with committed Service Level Agreement of 99.8%.
Customer Service Center facilitates communication between customers and
various technical levels within 24 hours x 7 days a week basis.

Vil. DOCUMENTARY REQUIREMENTS:

1. Duly Notarized Declaration of the following;
1.1. Must have Fiber Optic Cable Multiplexer and Gigabit Ethernet (GE)
capable. Interface Hand-off: (Gigabit Ethernet 10/100/1000 - electrical)
1.2. Must have at Least 1Gbps Multi-Lateral Peering with Phopenix for at least
six (6) years.
1.3. Must have at least ten direct International Uplinks (Tier 1/Tier 2, ie. AT&T,
Level 3, Telstra, etc.) for redundancy purposes.
Minimum total Uplink capacity of 40Gbps to 130Gbps
Managed and operated local Internet peering (i.e., MIX, GIX, PHIX)
High Speed and Dedicated Internet service with 1:1 CIR (Committed
Information Rate)

s ]
@ o

2. Must Provide a Detailed Diagram of the Following:
2.1. at least 10 direct International Uplinks (Tier 1/Tier 2, ie. AT&T, Level 3,
Telstra etc.) for
redundancy purposes.

2.2. Backhaul going to Cable Landing Station (i.e Nasugbu, Batangas, Naic
Cavite)

Vil. QUALIFICATIONS OF THE SERVICE PROVIDER

The Contractor should have the necessary eligibility, experience, and expertise in providing
service the following:

A. Eligibility Requirements:

PhlGEPS Platinum Membership Registration Certificate/Number;
Mayor's/Business Permit (current and valid);

Tax Clearance;

Omnibus Sworn Statement (duly notarized); and

Other mandatory documents are required in Competitive Bidding under
Implementing Rules and Regulations of RA No. 9184.

ok Wb -




B. Expertise Requirements

1. At least five (5) years of experience providing Wireless Network Solutions.
2. At least ten (10) years as telephone service provider and at least ten (10)
years as Internet Service Provider.
3. Must submit a Letter from the Principal Certifying Partnership, Experience,
and Capability.
The contractor who has completed, within the last five (5) years from the
submission and receipt of bids, a single largest contract similar to the
Contract to be bid.

The prospective bidder shall also be required to include in this proposal
original descriptive kinds of literature and unamended brochures of all
equipment/materials to be supplied. If applicable, plans, drawings, and
diagrams/configurations must likewise be provided.

The following are additional requirements which will be part of the technical
bid documents:

1. All prospective bidders shall have a track record of existing installations of
the offered network equipment's and structured cabling system in the
Philippines.

2. The following certifications must be provided:

a,

h.

All prospective bidders must be authorized dealer of all equipment to be
supported by certificate of dealership in the Philippines issued by the
manufacturer/distributor of equipment/materials.

All prospective bidders must be capable of rendering local technical
services duly certified by the manufacturer/distributor,

The bidder must have at least Three (3) Ceriified Licensed Electronics
Engineers who are currently employed in the bidder's company trained
and certified in the design and installation of Access Points. Bidder must
attach certification.

Must provide 2 CCNA, 2 CCNP, 2 CCIE, and must be employed in the
company.

The Bidder must be an ISO 8001:2015 and 1SO 27001:2013 certified
company.

The bidder provider must secure an NTC certification that they are a
Tier1 Telco Company.

The bidder shall have a Fiber Optic Cable Multiplexer and shall be
Gigabit Ethernet (GE) capable. Interface Hand-off. (Gigabit Ethernet
10/100/1000 - electrical)

Must have at Least 1Gbps Multi-lateral Peering with PHOpenlX for at
least six (6) Years and shall Provide cerification.

3. Network Requirement:

Must have at least 10 direct International Uplinks (Tier 1/Tier 2, ie, AT&T,
Level 3, Telstra eic.) for redundancy purposes. Bidder shall provide
detailed diagram.



b. Must have/operate its own Backhaul going to Cable Landing Station (i.e
Nasugbu, Batangas and Naic, Cavite). Bidder shall provide detailed
diagram.

€. Provider must have a minimum total Uplink capacity of 40Gbps (to
address needs of client/s) and must provide proof therein.

d. Manage and operate local Internet peering (i.e. MIX, GIX, PHIX) and
provide certification therein.

4. Shall submit Certificate of Employment of at least two (2) Information
Technology Infrastructure Library (ITIL) Certified Engineers and shall provide
proof of certification far ITIL.

5. Shall submit network layout labeled as Electronics Engineer Plan showing
connectivity from end user's dats terminal facility up to the last mile duly

8. Bidders should be a certified Data Center Provider/Back up provider Tier Il
Bidder shall provide proof,

8. All prospective bidders may request the conduct a site survey and submit a
report regarding the site survey,

10.All prospective bidders shall submit their proposed Service Level Agreement
(SLA) and commits to deliver and maintain their service with a Service Level

Customer Service Center which facilitates communication between
customers and various technical levels within 24 hours x 7 days a week
basis,

11.All prospective bidders shall submit original copy of design proposal,
brochures and other publications that supports compliance to the
requirements.

the reliability, security and efficiency of the required services that the
contractor shall perform. Timeframe should be specified or each activity to
be done and shall include Gant Chart Summary.



Philippine Tax Academy

BIDDING DOCUMENTS

Supply, Delivery, Installation, and Configuration of Next
Generation Firewall Appliance and Internet Dedicated Service
(IDS), and related services for the Philippine Tax Academy
(PTA)

PUBLIC BIDDING NO, 23-08-2
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Glossary of Acronyms, Terms, and
Abbreviations

ABC — Approved Budget for the Contract,
BAC - Bidsand Awards Committee,

Bid — A signed offer or proposal 1o undertake o contract submitted by-a bidder in response 1o
and in consonance with the requirements of the bidding documents. Also referred to as Proposal
and Tender. (2016 revised IR, Section 3le])

Bidder - Refers 10 4 contractor, manufacturer. supplier, distributor andior consultant whao
subimits a bid in response 1o the requirements of the Bidding Documents. (2016 revised [RR,
Section S[])

Bidding Documents — The documents issued by the Procuring Entity is the bases for hids,
furnishing all information necessary for a prospective bidder to prepare a bid for the Goods,
lifrastructure Projects. andior Consulting Services required by the Procuring Entity, (2016
revized IRR, Section 5|}

BIR — Bureaw of Internal Revenpe,
BSP — Bangke Sentral ng Pilipinas.

Consulting Services — Refer 10 services for Infrastructiurs Prajects and other tvpes of projects
or sctivities of the GOP requiring adequate external technical and professional expertise that
are beyond the-capability and/or capacity of the GOP to undertake such as. but nat limited to:
(it advisery and review services: (i) pre-investment or feagibility swdies: (i) design: (iv)
construction supervision: (v) management and related services: and {vi] other technica! services
or special studies. (2016 revised |RR, Section =1 1)]

DA - Cooperative Development A utharity.

Contract — Refers to the agreement entered into between (he Procuring Entity and the Supplier
or Manutecturer or Distributor or Service Priwider for procurement of Goods and Services:
Contractor for Procurement of Infractructure Prajects; or Consultant or Consulting Firm for
Procurement of Consulting Services; as the case muy be, s recorded in the Contract Form
signed by the parties, including all attachments and appendices théreto and all decuments
incorporated by reference therein.

CIF - Cost Insurance and Freight.

CIP - Carriage and Insurance Paid,

CPI = Consumer Price Index



DIYF — Refers to the quoted price of the Goods, which means “delivened duty paid,™
DT - Department of Trmde and [ndustry.

EXW — Ex works,

FCA ~“Free Carrier” shipping point.

FOB —“Free on Board™ shipping point,

Forelgn-funded Procurement or Foreign-Assisted Project- Hefers to procurement whose
Funuing source is from a foreipn government, foreizn or intemational financing institution as
specified in the Treaty or Intermsational or Executive Agreement. (2016 revised IRR, Section
bl =1}

Framework Agreement — Rofers to o written agreement between a procuring entity and a
supplier or service provider that identifies the terms and conditions. under which specific
purchases, otherwise known as “Call-Offs.” are made for the duration of the agreement, It is in
the nature of an option contract hetween the procuring entity and the bidder(s} granting the
procuring entily the aption to either place an order for any of the goods or wervices identified
in the Framework Agreement List or not buy at all, within a minimum period of one (1) year
to a maximum pericd of three (3) vears, (GPPB Resolution Nao, 27-201 &)

GFI - Government Financial Institution.
GOCC - Government-owned and/or —controlled corporation,

Goods — Refer 1o all items, supplies. materials and peneral support services, except Consulting
Services and Infrastructure Projects. which may be needed in the transaction of public
businesses or in the pursuit of any govermment undermking. project or activity, whether in the
nature of equipment. furniture, stationery, materials for construction, o personal property of
any kind, ineluding non-personal ur contractual services such as the repair and maintenance of
equipment and furniture, as wel| 4s teucking, hauling, janitorial, security, and related or
analogous services, as well as procurement of matesials and supplies provided by the Procuring
Entity for such services. The term “related” or “analogous services™ shall include, but is not
limited to, fease or purchase of office space. media advertisements, health maintenance
services, and other services essential o the operation of the Procuning Entity. (2006 revised
IRE. Scetion 5[]

GOP — Govemment of the Philippines.

GPPB — Government Procurement Policy Board.

INCOTERMS - International Commercial Terms.

Infrastructure Projects — Include the construgtion. improvement, rehabilitation, demolition,
tepuir, restoration or maintenance of mads and bridges, railways, airports, Seaports,
communication facilities, civil works components of information technology  projects,

irrigation, flood control and drainage, water supply, sunitation. sewerage and solid waste
management systems, shore protection, energy/power and electrification facilities. national

e



buildings. school buildings. hospital buildings. and other reluted construction projects of the
government, Also referred 10 as ol works or norks. (2076 revised IRR. Section Sup

LGUs = Local Government Units,

NFCC — Net Financial Contracting Capacity,

NGA — National Government Agency.

PhilGEPS - Philippine Government Electronic Procurement Systlem.

Procurement Project — refers o a specific or identified procuiement covering goods,
infrastructure project or consulting services. A Procurement Project shall be described.
detailed, and scheduled in the Peoject Procurement Management Plan prepared by the agency
which shll be consoliduted in the procuring entity's Annual Procurement Plan. (GPPB Circular
No. 06-2019 dated 17 July 2019)

PSA — Philippine Statistics Authority,

SEC = Securities and Exchange Commission,

SLOCC ~ Single Largest Completed Contraet.

Supplier — refers 1w a citizen, or any eorporate body or commercial company duly organized
and registered under the laws where it is established. habitually established in business and
engaged in the manufacture or sale of the merchandise or performance of the general services
covired by his bid. (ltem 3.8 of GPPB Resclution Na. 13201 9, dated 23 May 2019). Supplier
a5 used in these Bidding Documents may likewise refer to a distributor, manufacturer,

contractor. or consultant,

UN = United Mations.



Section I. Invitation to Bid



INVITATION TO BID
FOR THE

Sapply, Defivery, [nstalistion, and Con fguration of Next Generation Firewall Appliance and
Internet Dedicated Service (1D5), and rebated services for the Philippine Tax Academy {FTA)
Public Bidding No, 23-08-2

The Philippine Tax Academy (PTA), hrough [s Corporate Operating Budget FY 2023 intends
to apply the sum of Twenty Million Nise Hundved Thousand Pesos (Phyp 20,900,008.00) being
the ABC to pavments under the condract for Supply, Delivery, Instulaton, and Conligaration of
Mext Generation Firewall Applinnee and Internet Dedicated Service (TS} and related services
for the Philippine Tax Academy (PTA)

Approved :
Lot | Quantity Ftem/Description Budget for the if it
. W enis
Pl Contract
Mext Generation  Firewall _
! Lot ) fifiace ES 0000000 | B 10,000.00
Network Soluton | P 500000000
Lnternet Dedicated
Services with High B 5 DM (MWD 0
_Availability
| ice -
. _ .H"E:EE“ Bervice - PABRX P 1,500,000.00
| Wireless Avoess Polnts l #15,000.00
with Cloud-hased
| | Minzzement and ER00M0000
I Administration
Structured Cabling - Volee | o000
| anid Data i ol
# L5.500,000.00
Total: | ¥ 20,990,000, | B 25, (0,00

Bids received in excess of the ABC shall be wsnraticelly repected ut bid opening.

The PTA, through its Bids and Awerds Committes {BACY, now invites bids for the above
Procurement Project, Delivery of the Goods is required by Lot 1: Sixey (60) calendar
days upon receipt of Notice o Proceed and Lot 2: Sixty (60) calendar days upon
receipt of Notice to Proceed | Bidders should have campleted, within five (3} peres from
the date of submission and receipt of bids, a contruct similar to the Project. The
description of an eligible bidder i contained in the Bidding Docisnents, particularly, in
Section || {Instructions o Bidders),

B2

summary of the bidding activities is as follows:




—_—

ﬁdmniserhmu!‘-:rﬁring_pflnuimti:m b Bid | Friday., 18 August 2023
dssuwnce and Availability of Bid Documents Friday, 18 August 2023
__Pre-Bid Coifenence Tuesduy, 29 August 2023; 10:00AM
Last Dy of Request for Clarification Friday, 01 September 2023
| Last Day for Im;l:ﬁgil;sﬁa.lpplmnml Hid Tuesduy, 05 September 2023
' Dreadling for Submission of Bids Tuesday, 12 September 2023; 10:004 M
[ omomorn P Dt
3 Bidding will be conducted through open compelitive bidding procedures using a non-

discretionary sl eriterion as specified in the 2076 reviced Implementing Bules
and Regufations: {IRR) of Republic Act (KA) No. 9184w ntherwizs krown as the
SGiovernment Procurement Refirm Act™,

Bidding is restricted 1o Filiping  citizens'sple proprictorships.  parnerships, o
arganizations with at least sixty percent (60%) interest or outstanding capital’ stock
belonging to citizens of the Philippines, and o citizens or orgenizations of & country
the lawes or regulations of which grant similar rights or privileges to Filiping citizens,
pursannt 1 RA Moo 5183 and subfect to Commiomweahh Aot 138

4. Interesied Bidders may obtain further infurmaiion from the Office of s PTA and inspect
the Bidding Documents through the Rids mmid Awards Committes IBACY Secretarint at
the iddress given below during B:00 am 10 500 P,

5 A complele set of Bidding Documents mav be siguired by interssted Bhdders on 18
Auguet 2023 from the given nddress and websiters) heliy and upon payment of e
applicable fiee for the Bidding Documents, pursiant to the katest Guidelines sseed by the
GPPB, inthe fellowing amount Lot 1: Ten Thousand Pesos (I 10MML 00 and Lod 2;
Fifteen Thousand Pesos (P 15,000.00). The Procuring Entity shall altow the bidder to
present its proot of payment for the fies in person or through electonic means,

6. The PTA will hold a Pre-Bid Conferenice on 29 August 2023 at 10000 p,m. at the 30
Floor [M)F Conference Roum, DOF Bullding or through video eonferencing or
webcasting via Google Meet which can be aecessed thru this Jink: ond shall be open o
meet, google. com/edg-tgpe-ddr prospective hidders,

1. Bids must ba duly received by the BAC Secretariat th rosuph maml submission at the
Graamd Floor, DOF Bldg., BSP Complex, Roxas Blvil.. Malate, Manilz, on or before 12

Late hids shall not be sceepted. Unseabed or unmarked bid envelipes shall alen be
rejected,

& All Bids must be accompanied by & Bid securdry in any of the acceptable forms and in the
amount stated in ITH Clause [4.

9. Bid epening shall be on 12 September 2023 at 10:00 3m at the 3 Floor DOE
Conference Room. DOF Building, Bids will be ipened in the presence of the bidders”




I2.

i B

representatives who choose 1o attend the Activity.

Bidders shall drop their duly sccomplished eligibility requirements, technical and

financial proposals in two separate sealed envilopes in the designated bid box located a1
the at the Giround Floor, DOF Bldg.. BSP Com plex. Roxns Blvd.. Malate, Manila.

The PTA-BAC reserves the right to reject any and all bids. declare a failure of bidding,
o nol aviard the contract at any time prior o contract award b accordance with Sections
35.6 and 41 of the 2016 revised IRE of RA No. RIE, without therehy Incurring any
liahility to the affected bidder or bidders,

For further information. please refer to:

LEEANN Q. BAUTISTA

Biels and Awards Commitiee Secretarial
Philippine Tox Academy

™ Floar EDPC Building,

BSP Complex, Roxas Bordevard
.Hﬂ.ll:ﬂllf. .'Hﬂ"l'-ll:“

Email: bacsecidofiauucadeny, gov ph
Conmtact Number: 531768363 local 5510

You may visit the following websites:
For downloading of Bidding Documents:
o) :

hitosiinotices ohiigene gov, phe

15 August 2023

.

ATTY. NOEMI B. ALCALA-GARCIA
BAC Chaimperson



Section II. Instructions to Bidders

Notes on the Instructions to Bidders

This_ Section on the Instruction to Bidders [[TB) provides the
information for bidders to prepare responsive hids, in accordance
with the requirements of the Procuring Entity. It alsc provides
information on bid submission, eligibility check. opening and
evaluation of bids, post-qualification and on the award of cantract,




l. Scope of Bid

The Procuring Entity. The Philippine Tax Academy wishes 1o receive Bids for the Sapply,
Delivery, Installation, and Configuration of Next Generation Firewall Appliance and
Internet Dedicated Service (I1DS) and related services for the Philippine Tax Academy
(PTA) with Public Bidding No. 23-08-2

The Procurement Project {referred to hercin os *Project™) is composed of

Lot 1: Next Generation Firewall Appliance

Lot 2: High Availability (HA) Network Solution, Internet Dedicated Serviees (IDS)
with High Av:iluhuht;, Muanaged Service - PABX System, Wireless Access Points

with Cloud-based Management snd Administrution, und Structured Cabling -
Vaoiee and Data

the details of which are deseribed in Section V1 (Technical Specifications).

2. Funding Information

&1, The GOP through the sowrce of funding as indicated below for FY 2023 in the
amaount of Tuwewty Million Nine Hundred Thoosand Pesos (P 20.900,000,00).

23 The soaree of fimding is: PTA Corporate Operating Budget

3. Bidding Requirements

The Bidding for the Project shall be governed by all the provisions of RA No. 9184 and
is 2006 revised IRR, ncluding its Ceneric Procurement Manuals and sssociated
palicies, rules and regulntions as the primary source thereof, while the herein clauses
shall serve as the secondary source thereof.

Any amendments made to the IRR and other GPPB isswances shall be applicable only
to the ongoing posting. advertisement, or TB by the BAC through the issuance of a
supplemental or bid: bulletin.

The Bidder, by the act of submitting its Bid, shall be deemed to have verified and
accepted the general requirunemts of this Projeet. including other factors thet may affict
the cost. duration and execution or implementation of the contract, pm]e:{:r o work and
examine &ll [nstructions, forms, terms. and project reguirements in the Bidding
Documents,

4. Corrupt, Fraudulent, Collusive, and Coercive Practices

The Procuring Entity, as well as the Bidders and Suppliers. shall chserve the highest
standard of ethics dunng the procurement and exccution of the contract. They or
through an ugent shall pot engage in coreupl. fraudulent, collusive. coercive, and
obstructive practices defined under Annex =1" of the 2016 revised IRR of RA No. 9184
or other integeity violations in competing for the Project.

5. Eligible Bidders
11



51, Only Bids of Bidders found to be legally. technically. and financially capable will
be evaluated.

5.2, Forcign ownership exceeding those allowed uider the rules may participate pursuant:

. When a Treaty or Intermational or Executive Agreement as provided in
Section 4 of the RA No, 9184 and its 2016 revised [RR allow foreign
bidders to participate:

Il Citizens, corporafions, or associations of o country, included in the list
isstied by the GPPB, the lows of regulations of which grant reciprocal
rights or privileges to citizens, comporations, or associations of the
Philippines;

iil.  When the Goods spught (v be procured are not savailable from local
suppliers: or

iv.  When there iz a need Lo prevent situations that defest competition or
restrain trade,

3.3, Pursuant w Section 23.4.1.3 of the 2016 revised IRR of RA No.9184, the Bidder
ghall have an SLCC that is a1 least one (1) contract similor to the Project the value
of which. adjusted to current prices using the PSA"s CPLL must be at least equivalent
1o:

Lot New 1: The Bidder must have completed a single contract that is similar to
this Project, equivalent to at least fifty pereent (30%5) of the ABC.

Lot No. I: The Bidder muost have completed o single contraet that s similar to
this Project, equivalent to at least fifty percent (30%) of the ABC,

54, The Bidders shall comply with the eligibility criteria under Section 23.4.| of the
2006 IRR of RA No. 9184,

6. Origin of Goods
There is no restriction on the arigin of goods other than those prohibited by 4 decision

of the N Security Council tuken under Chapter VI of the Charter of the UiN, subject
to Domesstic Preference reuiraments uder ITB Claose 15,

7. Subcontracts

7.0 The Procuring Entity has prescribed that: Subeontracting is not allowed.

8. Pre-Bid Conference

The Procuring Entity will hold a pre-bid conference for this Praject on the specified
date and time and either at its physical address a1 3™ Fleor DOF Conference Room,

iz



BOF Boilding, or via Googhe Meet as indicated in paragniph 6 of the: TR,

9. Clarifieation and Amendment of Bidding Documents

Prospective bidders may request for clarfication on and/or interpretation of any part of
the Bidding Documents: Such requests must be in writing and received by the Procuring
Entity, either at its given address or theough electronic mail indicated inthe 1B, at least
ten (10 calemdar davs before the deadling set for the submission and receipt of Bids.

Lk Documents comprising the Bid: Eligibility and Technical Components

HOLL. The first envelope shall contain the eligibility and technical documents of the
Bid &5 specified in Section VIII (Checldist of Technical and Financial
Docoments).

10,2, The Bidder's SLCC as indicated in I'TB Clause 5.3 should have been completed
within five {5} pears prior to the deadline lor the submission and receipt of bids:

10.3, [T the eligibility requirements or statements, the bids, and all other documents
for submission 1o the BAC are in forcign language other than English, it must
be accompanied by a translation in English. which shall be authenticated by the
appropriate Philippine foreign service establishment, post, or the equivalent
office having jurisdiction over the foreign bidder's affairs in the Philippines.
Similar 1w the required authentication above, for Contracting Parties o the
Apostille Convention, only the translated documents shall be authenticated
through an apostille pursuant te GPPB Resolution No. 13-2019 dated 23 May
2019, The English translation shall govern. for purposes of interpretation of the
bidl,

11. Documents comprising the Bid: Financial Component

1.1, The second bid envelope shall contain the financial documents for the Bid os
specified in Section VI (Checklist of Technical and Financial Documents),

112, If the Bidder claims preference as & Domestic Bidder or Domestic Entity, a
certilcution issued by DTI shall be provided by the Bidder in accordance with
Section 43.1.3 of the 2016 revised 1RR of RA No, 9184,

113 Any bid excecding the ABC indicated in paragraph 1 of the IB shall not be
aocepted.

1.4, For Foreign-funded Procurement, a ceiling may be spplied to hid prices

provided the conditions are met under Section 31,2 of the 2016 revised IRR of
RA Mo, 9184,

12, Bid Prices

|2.1.  Prices indicated on the Price Schedule shall be entered separately in the
following manner:

X



p.  For Goods offered from within the Procuring Entity’s countny:

i The price of the Goods quoted EXW (ex-works. ex-faciory, ex-
warehouse, ex-chawroom, or off-the-shelf. as applicable):

i, The cost of all customs duties and sales and other 2xes already
paid or payable;

iii.  The cost of transponation, Insurance, and other costs incidental to
delivery of the Goods to their final destination; and

w,  The price of other (incidental) services, iFany. lisied in e.
b. For Goods offered from abroad:

i, Lnless otherwise siated in the RIS, the price of the Goods shall
be quoted delivered duty paid (DDP) with the place of destination
in the Philippimes as specified in the BDS. In quoting the price,
the Bidder shall be free to use transporation through carriers
registered in any eligible country. Simitarly, the Bidder may obiain

insurance services froem any eligible source countrv.

ii. The price of other (ncidental) =ervices, iFany. as listed in BDS,

13. Bid and Payment Currencies

3.

132,

For Coods that the Bidder will supply from outside the Philippines, the bid
prices may be quoted in the local curneney or tradeable currency accepted by the
B5P ot the discretion of the Bidder. However, for purposes of bid evalustion,
Bids denominated in foreign currencies, shall be converted 1o Philippine
cumency hased on the exchange rate as published in the BSP reference rate
bulletin on the day of the bid opening.

Payment of the contract price shall be made in: Philippine Peso.

14, Bid Security

14.1.

14.2.

The Bidder shall submit a Bid Securing Declaration' or any form of Bid Security
in thie amount indicated in the BDS. which shall be noi fess than the pércentage
of the ABC in sccorcance with the schedule in the BDS.

The Bid and bid security shall be valid until one hundred twenty (120}
calendar days from the bid opening. Any Bid nod accompenicd by an
sceeptable bid security shall be nejected by the Procuring Entity as non-
responsive.

15. Sealing and Marking of Bids

Each Bidder shall submit ane copy af the first and second components of its Bid.

14



The Procuring Entity may request additional hard copies and/or electronic copies of the
Bid. However, failure of the Bidders to comply with the said request shall not be a
ground for disqualification.

I the Procuring Entity allows the submission of bids through online submission or any
other électronic means, the Bidder shall submit an electronic copy of its Bid. which
must be digitally signed. An electronic copy that cannot be opened or is corrapied
shall be considered non-responsive and, thus, automatically disqualified.

16. Deadline for Submission of Bids

16.1.

The Badders shall submit on the specified date and time-and either at its physical
address or through online submission as indicated in peragraph 7 of the 1R,

17. Opening and Preliminary Examination of Bids

7.1,

[ v

The BAC shall open the Bids in public at the time, on the date, and a1 the place
specified in paragraph % of the IB. The Bidders” representatives who are presem
shall sign a repister evidencing their atiendance. In ease videcconferencing,
webeasting or other similar technobogies will be used, attendance of participants
shall likewise be recorded by the BAC Seoretariat;

In case the Bids cannot be opened as scheduled due to justifighle reasons, the
rescheduling requirements under Section 29 of the 2016 revised IRR of RA No,
184 chall prevail.

The preliminary examination of bids shall be governed by Sectlon 30 of the
2016 revised [RR of RA No. 9184,

18. Domestic Preference

181,

The Procuring Entity will grant a margin of preference for the purpose of
comparison of Bids i aceordance with Section 43.1.2 of the 2016 revised IRR
of RA No. F184.

19, Detailed Evaluation and Comparison of Bids

19,1,

193,

The Peocuring BAC shall immediately conduct a detailed evaluation of all Bids
rated “puaszed” using non-discretionary pass'fail criteriz. The BAC shall
consider the conditions in the evaluation of Bids under Section 32.2 of the 2016
revigad [RR of RA No. 0184,

I the Project allows partial bids. bidders may submit a propasal on any of the
lots or items, and evaluation will be undertaken on a per lot or item hasis, as the
casc maybe, In this cose. the Bid Security as required by ITH Clause 15 shall be
submitted for each lot or item separately.

The descripgions of the lots or items shall be indicated in Seetion V11 {Technical
Specifications). elthough the ABCs of these lots or fterns are indicated in the

]



HDS for purposes of the NFOC computation pursuant to Section 23.4.2.6 of the
2006 revised IRR of RA Mo, 9184, The NFCC must be sufficient for the total of
the ABCs for all the lows or items pasticipated in by the prospective Bidder.,

194, The Project shall be awarded as faollows:
Option 2 = One Project having several items grouped into several lots,
which shall be awarded as separate contracts per lot.

19,5, Except for bidders subminting & committed Line of Credit from a Umiversal or
Commercial Bunk in biew of its MFCOC computation, all Bids must include the
MFCC computation pursuant to Section 23.4.1 4 of the 2016 revised IRR of BA
M. 3184, which must be sufficient for the total of the ABCs for all the lots or
items participated in by the prospective Bidder. For bidders submitling the
committed Line of Credit, it must be at least equal to ten percent (1096) of the
ABCs for all the lots or items participated in by the prospective Bidder.

20. Post-Qualification

20:1 Within a non-extendible period of fve (5) calendar days from receipt by the
Bidder of the notice from the BAC that it submitted the Lowest Caloulated Bid,
the Bidder shall submit fis latest income gnd business tax returns filed and paid
through the BIE Electronie Filing and Payment System (eFPS) and other
appropriate licenses and permits required by law and stated in the BDS.

21. Signing of Contract

2L1 The documents nequired in Section 37.2 of the 2016 revised IRR of RA No. 9184
shall form part of the Contract. Additional Contract documents are indicated in the
BDS.

16



Section II1. Bid Data Sheet

Motes on the Bid Data Shoeot

The Bid Data Sheet (BIS) consists of provisions tha supplement, amend or specify in detil
irtformation, or requirements included in the ITR found In Seetion 11, which are specific 1o
each procireman.

This Section is intended to assist the Procuring Ewtity in providing the specifie informarion in
reiation 1o corrcsponding clauses in the [TE and has o be preparsd for each specific
procUrement.

The Procuring Entity should speetfy inthe BDS information and requirements specific to the
circumstances of the Procuring Entity, the processing of the procurement, and ihe hid
evalluation ¢riteria that will apply 1e the Bids. In preparing the BOS, the following aspects
shoubd be checked:

Information that specifies and complements prowvisions of the ITH must be incorporated.

Amendeents andfor supplements. (1 any, 10 provisiens of the ITB as necessiaded by the
cincumstances of the specific procurement, must also be incomoratad,




Bid Data Sheet

rm

e
53 For this purpese. contracts similar to the Project shall be:
Lot 1:
a. Similar contracts shall refer to any contract for the Supply, Delivery, and
Installation of Next Generation Firewall Appliance.
b. Completed within Five years (5] (FYs 2019, 2020, 2021, 2022, and 2023)
prior io the deadline for the submission and receipt of hids.
Lo 2;
&, Jimilar contracts shall refier to any contract for the Supply, Defivery, and
Installation af faternet Dedicated Servive (IDK) amd relared vervies.
b, Completed within Five years {5) (FYs 2009, 2020, 2021, 2022, and 2023)
priar to the deadling for the submission and receipt of bids,

7.1 S-Ebtuntm!hg_iﬂ ok allowed,

12 The price of the Goods shall be quoted DIP Philippine Tox Academy
EDPC Building, BSP Complex, Roxns Boulevard, Malate, Manila o
the epplicable International Commescial Terms (INCOTERMS) for this
Project.

141 The bid security shall be in the form of a Bid Securing Declaration, or any of

_the following forms and amounts; _
Al Surety bond
Cash, callabe upen
Cushier's / demail ssued
Mamager™s | by asurely or il Securing
Check, imsuramee Declaration
Lat Mo | TewiThscrgtion | Bank Drafi/ | company daly {Pursuant in GPFE
Gunranive' | certifid by ihe Resolutlon Ma, 13-
Irrevacable | Insurance L 1] o
Ltter of Comission
Credit {5%%)
2%}
Mexi
g |Gemerstion |00 00 | wassoo.0
Firewall
Appliance
Kty I'lease see Section YWl
(HA) Network el S
Solution,
1 Intevaet P0G 00000 | P TR0, 000 )
Dedicated
Services
(IDS} with
High

I8




Availability,
Managed
Serviee -
Wiretess
Access Points
with Clond-
hazed
Management
unid
Adminiztratio
n and
Structnred
Cabling -
Vaolce and
Ihaia

The bad security in the form of cashier™ s manager’s check shall be payable (o the
PHILIPPINE TAX ACADEMY.

Sealing and Marking of Envelopes: Each bidder must submit two (2)
cophes of the technical and financial components of its bid: one (1) original
andior certified copy of the original documents and (1) photocopies
ihereof




Criginal eligibility and rechnical documents shall be encloced in one sealad
envelope and the origingl financial component in another sealed emvelope
containing the markings:

TECHNECAL CYBIPONENT
SUPPLY, ELIVERY, EIHATAL LATION, AN CORP LT 0
OFREXT GESERATION FIREWALL AFPLIAKCE ANIDINTERRIT IEDICA THE
SERNICH (DS AND BELATEMTSERYEES FUR THE PHILIPPINE TAX ACADEMY
iFTA)

(ELRAFATY FAlE)
CCOBAPANY ADDRISE)
TE=RAE ATHIRESS & TELEFHONE MUNMIBER

ATTY. SOEAH B AL ALA-GARTA
CHARPE RSO
FUILIFFIKE TAK ACADEMY BIS ARND AR AROS COMMITTEL
RCPAS BOULEY AR MANILA

PUTL B IO M b 200342
EEIMNOTOPEN BEFORE: |1 SEFTEMBIR 5. 1onii A

FIRARCUAL OO PUSERT
L EEIPPLY. DELINERY, INSTALLATHRL AN COMFIG R AT 0N
L MEXT OENERATHRN PIREWALL APPLIARCE AN INTERNET DEMECATED
SERVECE {106 | ANIVRELATEDSERVECES FOHE THE PILIPRINE Ak Av Ay
(PTAR

(LEAIFARY MAMIL
(CTILPANY ATIDRTSS)
B ANL ARS8 T EL U NE NUNAER Y

ATTY., SOEM T ALCALA-GART LA
CHAIRPERS s
EHILIFFIRE TAK ACANAY BIDS AN AWARDS CINBTTEER
RECIAL TRHIE EV AR B lARILA

PLIRLIC BT NG M 200 3182
D1 MEITEHEN BERRE 12 SEFTEMBER 2021, Jeci A

The envelopes containing the original and the copics shall then be enélosed
in ome single envelope contmining the following markings:




Al envelopes shall then be enclased in & maln envelops containing the
markings:

SUPPLY, DELIVIIRY, INGTAL LA T AND OOMFIGILIATIOMN
U MEXTGERERATION FIREWALL APPLIAKCE ARDINTERNET REDICATED
SERNPUE | 10 ANDY RELATER SERVHES FOR TIR FHILIPPISE TA 5 AU ADEWY
| T

CCTRPARY MAKE)
(CERIPANY ADDRESS)
iT-MAIL ADBRESS & TELEPHOHE MUMBIR)

ATTY. SOeE S B, ALCAL -G AR
CHAIK PRS0
THILIPFNE TAY ACADEMY BEOS AND: &AW ARDS COMMITTER
FELIN AR BORL EVARD, MAR LA

FLALIC B DN MCk 20201k
DCEMOT OPEN BEFORE 13 S0PTEMBER 2005, 10060 Al
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The NFCC computstion, i applicable, must be sufficient for all the lots or
coniracis to be awarded o the Bidder:

Approved
Lot Mo, Crumtity ltem/Dhescription Budget for the
| Contract

Neal Generation Firewsall

1 \ Applisnce PS,100,000.00
High Availability (HA)
Metwork Solution,
Internet Dedicated
Services with High
Availability, Managed

) 1 Service - PABX System, P15.300,000,00

Wireless Access Points
with Cload-based
Management and
Addmitnisiration, and
Structured Cabling -
Voice and Data

Total ABC: 20, P00

a2

For purposes of Pust-qualification within 4 non-extendible perind of five (5)
calendar days from receipt by the Bidder of notice from the BAC that it had
submitted the LCB. the Bidder shall submit the following documentary
reguIremenis:

2

Sled through the Eleciromic Filing and Paymem Sywiem (EFPS),

Income Tax Retums for year 2022 (BIR Form 1701 or 1702),

Latest Value Added Tax Rewris (Forms 25350M and 235000 or
Pereentage Tax Returns (Form 255 1M). For this requirement, covering
the fst six (6) months prior to the Opening of Dids.

The income Fox o Business fav ol siated divve shopld Fave Beei

Heowever. cxcepiions ivawed by the BIR are recagnized fie, BIR RMC
No, 4-2021) subject to validation and verification.

BIR Tax Registration Certificate (BIR Form 2303}

Proof of completion of the single Iargest contract as identified in the
Statement of Single Largest Contract, which shall be copy of anv

2




A
1

verifizble documentis) such as but not limited o the following:(s)
Contract/s or Purchase Order’s; (b) corresponding Sales Invoicefs; (¢)
Official Receipt/Cash Receipt/Collaction Receipt; and (d) Cestificate of
Satistactory Completion,

Submission of proof’ of evidence as proof of compliance with the
bidder’s actual offer, iTapplicable.
. Brochure or Techaical Iata Sheet

In the column "Bidder's Compliance™, the bidder must state “comply”
against eoch of the individual parumeters of each specification
comesponding ©  performance  parameter of cquipment offered,
Statement of "comply” must be supported by evidence in a bidders bid
and cross-referenced to that evidence. Evidence shall be in the form of
manufacturer'’s  or  distcbuter’s  uncamended  sales  litersmture,
unconditional statements or specification and compliance issued by the
manufiscturer or distributor, samples, independent test dete etc., as
sppropriate,

The winning hidder shall post the required Performance Security and enter into
sontract with the Procuring Entity within ten (10) calendar days from receipl

by the winning bidder of the Notice of Award.




Section IV, General Conditions of Contract

Notes on the Genera! Conditions of Contract

The General Conditkoms of Contract (GOC) in this Section, read in conjunction with tha
Special Conditions of Contract in Seclisn 5 and other documents listed therein, should be a
eomplete document expressing all the rights and obdigation of the parties.

Metters goveming performaince of the Supplicr. paymienis wder the conlract, or matters
affecting the risks, rights. and obligations of the parties under the camract are inchsde in the
GOC amd Special Conditions of Coniract,

- Any complementary information, which may be necded. shall be insroduced only thaough the
Special Conditions of Conlrmacl




1. Seope of Contract

This Contract shall include all such items, although not specifically mentioned. that can
be rewsonably inferred as being required for its completion as if such items were
expressly mentioned herein, All the provisions of RA No. 9184 and its 2016 revised
IRR. including the Generic Procurement Manual. snd sssnciated issuances, constitute
the: primary source for the weoms and conditions of the Contract, and thus, spplicable in
contract implementation. Hercin clayses shall serve as the secondary source for the
terms and conditions of the Contract,

This is without prejudice to Sections 74, | and 742 of the 2016 revised IRR of R.A Mo,
9184 allowing the GPPB to amend the IRR. which shall be applied to all procurement
activities, the advertisement, posting. or invittion of which were issued after the
elfectivity of the said amendment.

Additional requirements for the completion of this Conteact shall be provided in the
Specinl Conditions of Contract (SCC).

2. Advance Payment and Terms of Payment

4.1 Advance payment of the contract amount is provided wider Annex “D" of the
revised 2016 IRR of RA No. 9184,

W3
B3

The Procuring Entity is atlowed to determine the terms of payment on the partial
or staggered delivery of the Goods procured. provided such partial payment shall
correspond to the value of the goods delivered and accepted in accordance with
prevailing sccounting and auditing rules and regulations. The tenms of payment
are indicated inthe SCC,

3. Performance Security

Within ten (10} calendar days. from receipt of the Maotice of Award by the Bidder from
the Procuring Entity but in no case later than prior to the signing of the Contract by hoth
parties, the successful Bidder shall furnish the performance security in any of the firms
preseribed in Section 39 of the 2006 revised IRR of RA No, O R4,



4. Inspection and Tests

The Procuring Entity or its representative shall lave the right i inspect andfor 1o test
the Gioods to confirm their confommity 1o the Project specifications at no extra cost to
the Procuring Entity in accordance with the Generle Procurement Manual, In addition
tir desis in the 8OC, Section IV (Technical Specifications) shall specify what
inspections andlor tests the Procuring Entity requires. and where they are o be
conducted. The Procuring Entity shafl notify the Supplier in writing, in o timely manner,
of the identity of any representatives retained for these purposes.

All reasonable ficllides and assistance for the inspection and testing of Goods,
including access to drawings and production date. shall be provided by the Supplicr 1o
the authorized inspectors at no charge o the Procuring Entity.

5. Warra niy

5.1 In order to assure that manufacturing defects shall be comected by the Supplier,
a warranty shall be required from the Supplier as provided under Section £2.1 of
the 2016 revised IRR of RA No. 9184,

3.2 The Procuring Entity shall promptly netify the Supplier in writing of any ¢laims
arising under this warranty. Upon receipt of such notice, the Supplicr shall, repair
or replace the defective Goods or parts thereof without cost to the Procuring
Ertity, purssant to the Ceneric Procurement Manual,

6. Liability of the Supplier

The Suppliers liabifity under this Contract shall be as provided by the laws of the
Republic of the Philippines.

I the Supplier is a joint venture, all partners to the joint venture shall be jointly and
severally liable w the Procuring Entity

=



Section V. Special Conditions of Contract

e

Notes on the Special Conditions of Contract

Similar 1o the BOS. the clauses in this Section are infended 1o assist the Procuring Entity in
providing coniract-specific infonmation in relation 1o corresponding clanses in the GOC found
in Secthon 1Y,

The Special Conditions of’ Contract (SOC) complement the GUC. specifying eontrastual
requiremenis linked to the special circumsignde of the Procuring Entity, the Procuring Entity s
eauniry, the sector, and the Goods purchasad. |n preparing this Section, the following nspecis
stioald be checked:

Information that complements provisions of the GCC must be incorporsed.

Amendments and‘or supplements to previsions of the GOC as necessitated by the clrcumstances
of the specific purchase, must also be incorporated,

Hewvveves, no special conditions which defeats or meginies the peneral intent and purpose of the
provisions of the GCC should be incorported hersin:




Special Conditions of Contract

GCC

Clause |

Defivery and Documents —

For purposes of the Contract, “EXW,™ “FOB." “FCA,*“CIF,” “CIP." “DDP"
and other trade terms used to describe the abligmions of the parties shall have
the meanings assigned to them by the current edition of INCOTERMS

published by the Intermational Chamber of Commerce, Paris. The Delivery
terms of this Contract shall be as follows:

The delivery terms applicable to this Contract are delivered ar Philippine Tax
Academy (PTA), EDPC Building BSP Complex, Roxas Boulevard,
Malate, Manila. Risk and title will pass from the Supplier to the Procuring
Emity upon receipt snd final acceptance of the Goods at their final
destimation.™

Delivery of the Goods shall be made by the Supplier in accordance with the
termes specified in Section VI (Schedule of Requirements),

Far purposes of this Clause the Procuring Entity's Representative al the
Project Site is My, Leewnn O, Bantista.

Incidental Services —

The Supplicr is required o provide all of the following services, including
alditional services, if any, specified in Section V1. Schedule of Requirements: |

b, performance o supervision of on-site assembly and’or start-up of the |
supplied Goods;

. furnishing of 1ols required for assembly and/or maintenance of the
supplied Goods:

d.  Fumishing of a detailed operations and maintenance manual for each
appropriate unit of the supplied Geods;

€. performance or supervision or maintenance andior repair of the supplied
Goods, for & period of time agreed by the partiea, peovided that this
service shall not relieve the Supplicr of any warnanty ohfigations under
this Contract; and

; training of the Procuring Entity’s personmel, at the Supplier’s plant
and/or onesite, in assembly, star-up. operation, maintenance, andior
repair of the supplied Goods.




The Contract price for the Gioods shall inclede the prices charged by the
supplier for incidental services ond shall not exceed the prevailing rates
charged Lo ather parties by the Supplier for similar services.

Spare Parts -

The Supplier is required to provide all of the following materials, notifications,
and information pertaining o spare parts manufaciured or distributed by the
supplier:

a.  such spare parts as the Procuring Entity may elect to purchase from the
Supplier, provided that this election shall not relieve the Supplier of any
warranty obligations under this Contract: and

b. in the event of termination of production of the spare parts:

.. advance notification te the Proguring Entity of the pending
termination. in sufficient time o permit the Procuring Entity o
procure needed reguiremenis; and

i, following such termination, fumishing at no cost to the Procuring
Entity. the blueprints, drawings, and specifications of the spare
parts, if requested.

The spare parts and other components required are listed in Section V1
(Seheduke of Requirements) and the cost thereof are ineluded in the contract
price.

The Supplier shall carry sufficient inventores 1o mssure ex-stock supply of

cansumable spare parts or compenents for the Goods for o period of theee (3}
[T

Spare parts or components shall be supplicd as promptly as possihle, but in
any case, within three (1) sranths of placing the order.

9



Packaging —

The Supplier shall provide such packaging of the Goods as is required o
prevent their damage or deterioration during transit to their final destination,
as indicated in this Contract, The packaging shall be sufficicnt to withstand,
without limitation, rough handling during transit and exposure (o extreme
temperatures, sall and precipitation during transit. and open storage.
Packaging case sire and weishts shall wke into consideration, where
dppropriate. the remoteness of the Uoods” final destination and the absence
of heavy handling Tacilities at all points in transit.

The packaging. marking. and documentation within gnd outside the packages
shall comply sirictly with such special requirements as shall be expressly
provided for in the Contract, including additional requirements. if any.
specified below, and in any subsequent instructions ordered by the Procuring
Entity.

The outer packaging must be clearly marked on at beast (4) sides as
follows:

Name aof the Procuring Entity

Mame of the Supplier

Contract Description

Final Destination

Giross Weight

Any special ifting instructions

Any special handling instructions

Any relevant HAZCHEM ¢lassilications

A packaging list identifying the contents and guamtities of the package is to
be placed on an accessible point of the cuter packaging i7 practical. 1 not
practical the packaging 1ist is 1o be placed inside the outer packaging but
outside the secondary packaging.

Transportation —

Where the Supplier is required under Contract to deliver the Gaoods CIF, CIP,
or BDP, transport of the Goods to the port of destination or such other named
pluce of destination in the Philippines. as shall be specified in this Contract,
shall be arranged and paid for by the Supplier, and the cost thereof shall be
included in the Contract Price.

Where the Supplier is required under Conmact 10 deliver the Goods CIF, CIP
or DIP, Goods are to be transported on carriers of Philippine registry. Inthe
event that no carricr of Philippine registry is availuble. Gouds may be shipped
by @ carrier which is not of Philippine registry provided that the Supplier
obtaing and presents to the Proeuring Entity certification to this effect from the
neares1 Philippine cansulate to the port of dispateh, In the event that carters
of Philippine registry are available but their schedule delays the Supplier in its

30




performance of this Contract the period from when the Goods were first ready
for shipment and the actual date of shipment the period of delay will be
considered force majeure.

The Procuring Entity accepts no liability for the demage of Goods during
trangit other than those prescribed by INCOTERMS for DDP deliveries. In
the case of Goods supplied from within the Philippines or supplied by
domestic Suppliers risk and title will not be deemed to have passed to the
Procuring Entity until their receipe and final scceptance a2 the final destination.

Intellectual Property Rights —
The Supplier shall indemnity the Procuring Entity against all third-party

elaims of infringement of patent, rademark, or industrial design rights arising
from use of the Goods or any part thereof,

22

Payment will be made upon complete sceeptance of the project.

The inspections and tests will be condocted by the Inspection and Acceptance
Commiinge of Philippine Tax Academy and the end-user

i




Section V1. Schedule of Requirements

The delivery schedule expressed as weeks/imonths stipulates hareafter o delivary dote which
15 the date ol delivery 1o the project site.

—d

Lat Delivered
Descripti antit Total i
N, i : Sty ’ Weeks/Months
| Mext Crenergtion 11 I ot Within 60 calendar days
Firewall Appliance upon receipt of Matice 6
proceed {NTH)
Uhereby certify to comply and deliver all of the above requirements in accordsnce with
the ahove stated schedule,
Mame cf..-’ﬁgency Signuture over Printed Name Date

of the Authorized Hepresentntive



Section V1. Schedule of Requirements

The delivery schedule expressed as weeks/months stipulates hereafter a delivery date wliich
i5 the date of delivery to the project site.

Drelivered,

Last |
Description mindi Total
E | ey Weeks/Months

M,

'- I ot [ Iet Within &0 calendar days

High Availability Epon receipt nfi"-lﬂllte:lw
| {Hﬂrlﬁﬂlwﬁrl-: procesed (NTP)

Sodution

= e

[nternat Dedicited
Services with High
Availability,

Managed Service -
PARX Svstem

Ik

Wireless Access

Points with Cloud-
based Management
and Administration

Structured Cabling -
Voice and Data

I hereby certify to comply and deliver all of the above requirements in accordance with
the above stated schedule.

Mame of Agency _Slgna:un' over Printed Mame - [ate
of the Authorized Representative

1



Section V1L Technical Specification

Notes for Preparing the Technical Specifications

A sel of precise and clear specifications is a prerequisite for Bidders to respond realistically and
competitively to the requiterments of the Procuring Entity without qualifying their Bids, In the context
of Competitive Bidding, the specifications (e praduction/delivery schedule, manpower requirements,
and afler-sales service/parts, descriptions of the lots or lems} must be prepured to permit the widost
possible competition and, at the same time, present o cledr stabement of the required stardards of
wockmanship, materials. and performanee of the goods and services to be procured. Only if this is done
will the objectives ol transparency. equity, efficiency, fairmess and ecanomy in procurernent be realized,
responsivencss of bids be ensured, and the subsequent task of bid evaluation md post-g ealification
facilitated. The specifications should require that all ilems, materisls and accessones to be included or
incorporuted in the goods be new, unused, and of the most recent or currsat midlels, mnd that they
include or ncorporate all fecent improvements in design and materials unless otherwise provided in
the Contract.

Samples of specifications from previous similar procurements are useful In tis respact, The use of
metric units is envouraged. Depending on the complexity of the gonods and the repetitivensss of the typa
of procurement, it may be advaniageous to standardize the General Techiical Specifications and
incorporate them in & sapaeate subsection. The General Technical Specifications should cover all
classes of workmanship, materials, and equipmen: comimenly invalved in manufetring smilar goods.
Deletions. o addenda should then adapt the General Technical Specifications to the particular
prowcisrement.

Care musd be iaken in drafting specifleations to ensure thet thev are not restrictive, In the specification
of stndards for equipment. materials, and workmanship, recognized Philipping and internatianal
standards should be used a5 much as possible. Where other particular standards mre used, whether
national standards ar olher standards, the specifications should state that aquipment, maserials, and
workmanship that meet other authoriiative standards. and which ensure of Jeast a substantially egual
quality than the standards mentioned, will also: he acceptablie. The following clause may be fnserted in
the Special Conditions of Contract or the Technical Specifications.

Sample Clanse: Equivalency of Standards and Codes

Wherever refierence is made in the Technieal Specifications to specific standirds and codes to be mey
by the goods and materials to be furnished or tested, the provisions of the larest edition or reylgion of
the relevant standards and codes shall epply. unless otherwise expressly stuted in the Contract. Where
such standards and codes are national or relaie 1o 4 particular coumtry or region, other autharitative
standards that ensure substantisl equivalence to the standards and codes specified will be acceptable.

Reference to brand name and catalogue number should be wvedded as far as possible where unavoidable
they should always be followed by the wards “or at lenst equivalent.” Refereices to brand names cannot
be: used when the funding source is the GOR,

Where appropriate. drawings, icluding site plans as required, may ba furnished by the Prouring Entity
with the Bidding Duewments. Similarly, the Supplier miy be requested to provide drawings or samples
elther with its Bid or for prior review by the Procuring Entity. during contract execition.

Bidders are also required, as part of the technical specifications, to complete their statement of
complinnce demonstrating how the ftems comply with the spicification,




Section VII: Technical Specifications

LOT NO. 1 Next  Generation  Firewall |
I — Applinnee
QUANTITY 1 Lot
BIDDER'S STATEMENT OF
AGENCY SPECIFICATIONS ' COMPLIANCEY

Brand and Model:

| Next Generation Firewall Appliance with Three (3)
year Warranty on Hardware Appliance. |icenses and

| Support Services.

Configuration, linplementation and installation
Bervices

Knowledge Transfer Training

The proposed Next Generation Firewall must sUpport
| the fallowing:

1. Hardware:

1.1 Not lower than 6.8 Ghips of Firewall Throughput,

L2 Nine hundred fory-five thoosand 945000
makimum sessions and st least One hundred thousand
100,000 new sessions per scoond. |
L3 Not lower than 3.2 Gbps of Threat Prevention |
throighput,

L4 Mot lower than 4.6 Gbps of nternel Protocal
Securdty (IPSEC) Virual Private Network (VPN)
throughput.
1.5 12 x RI-45 1¥100/1000Mphs ports for network
Irafic,

(1.6 High-Availability (HA) hoth Actve/Active and
Active/Pussive modes.

L7 Fully redundant power supply with an additional
power supply module _ .

LB Not lower than 120 GB 55D disk drive capacity.

4
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2. Functional Regoirements:

2.1 The Proposed Next-Generation Firewall must have
& separate and dedicated CPU. Memory, and Hard drive
for the control plane and data plane. To avoid serviee
internuption on the dats processing plane when the
cantrol plane has been restared or rebooted,

1.2 A hardened Operating System {O85) must be built as
a firewall epplisnce and net built from genesic server
| hardware,

2.3 Must handle all traffic in 2 single pass stream-based
mianner with all security features tumed on o defiver
predictable pertormance. It shall be optimized for Layer
Seven (7] application-level content processing. o
handle signature matching and processing in a single-
pass parallel processing aschitecture.

2.4 Must have a basic malware analysis service without
Cany  additional subscription. The firewall showld
forward portable executable files 10 the malware
andlysis service for analysis,

2.5 Must offer safe application enablement capahilities
te build  firewall  policies  based  an
application‘application features, users and groups, and
content, es opposed 4o port, proieeol, and [P address,
transforming vour traditional allow or deny firewall
| policy into business-friendly elements.

26 Must support upplication detection, which |
defermines what an application is irespective of part,
protocol, encryption Secure Shell or Secure Sockets
Layer (S5H or 85L). or any other evasive tactic the
application uses. The solution must suppart multiple
classification  mechanisms such s application
signatures, application protocol  decoding.  and
heuristics 10 your network traffic stream to accurgiely
| identify applications.

2.7 Must support dynamic sddition of work load into a
dynamie address ohject. Any additional workload into |
a podl of servers belonging 1o a dynamic address object |
will automatically apply the corresponding secutity
| policy without manual intervention.

28 Must natively support decrvption of Transpor
Layer Security (TLS} 1.3 without downgrading to TLS
Tid

1.9 Must provide enhanced reporting and logging of
decrvpied and encrypted traffic,

2.10 Musz be able 1 integrare 1o an external web server
Hypertext Transfer Protocol Seeure (HTTPS)
cantaining dyramic 1P, Uniform Resource Locators
(URL), or Domain list{s) that can be referenced for
security policy (eg. whilelisting or  blacklisting
purposes). Any changes on the list should he
dynamically captured and astomatically applicd to the
| security policy without manual intervention,




L11 It must have an interactive and customizable |
graphical summary of the applications, users, LRLs,
threats, and content teaversing the network it protects.

2.12 Must provide o unified view of logs and separate
dewiled logs for ench type (e.z. traffic, URL., threats.
file analysis. system, con figuration, users, eic.) for Easy
gnalysis,

2.13 Must be able 10 natively trigger custom alens/logs
based on conditions produced by different event
sources (e, teaffics  thecai, URL,  system,
cenfiguration) and forward customizable attribute value
via HTTP-based service that exposes an Application
Progremming Interfuce (AP} (via HTTPS). email
Simpie Mail Trinsfer Protocol (SMTP), Syslog and
Simple Netwaork Management Protocol (SNMP) Trap.

2.4 Must have native bullt-In functionslity to auto
quarantine or blacklist IP addresses to existing security
policies based on any log attributes from miultiple log
sarces (e, traffie, threat, URL, etc.).

. Certification / Acereditation / Awards

31 The proposed solution must be in the leader's
quadrant position of Gariner Magzic Ouadrant for
Enterprise Network Firewall, (Must be verifiable thry
Ciartner’s Wehsite)

3.2 The proposed solution must be from SECUrLY
vendaor that is part of the leader catcgory in the Forrester _
Wave: Zero Trust extended Feosystem  Platform
Providers o support PTA towards 0 Zero Trust
framework. (Must be wverifiable thru  Forrester's
Website or Principal’s wehsite)

3.3 The clowd-based malware analysis platforn of the
proposed solution must have SOC2 Type 11 Plus
certification. (Must be verifiable thru Principal’s
websire),

4.Local Management

4.1 The proposed Next Generation Firewall must be
fully configurable and manageable using 4 Web-based
Graphical User Interface (GUIY via a standard Web
Browser (HTTP) andior Command Line Interface
(CLI) via Secure Shell (SSH) application, No additional
client software shall be required 1o configure security
policies. objecis, eic.

' 4.2 The proposed solution, if managed by a Central
Managemeni System, must be able o add. edit or
remove firewall policies that are locally created. The
FW appliance will allow Mexibility when the Certral
Management System (CMS) is dewnfunreachable or
security policies are applicahle only fo specific Virtual
| Mext Generation Secunty Firewalls,

4.3 Must gencrate local reports on o manual ad-hoc or
schedule (daily, weekly, momthly, etc) without
adilitional software subscription/licenses or hardware
eoImpanents.
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4.4 Must log all administrative activities on the web and |
the command line interface.

4.5 Must be able 10 astign management functions for
each user or group granularly defined Role Based
Acoess Control (RBAC).

4.6 Must support Extensible Markup Language (XML
Application Programming Interface (AP1) that allows
other systems to manage/integrate with the solution,

| 47 Must have & native policy optimization tool to help
effectively  migrate from tradstional/legacy  pari
protecel to application-based nules. It must have usage.
tracking of the actual application for every seCUrity
policy that utilizes Port Based Rules (PBR).

4.8 Must have a netive poliey optimization tool that can
help identify unused security policies, It must not he
limited to policy hit count and must have policy rule
usage wnelysis based on an adjustable time frame.

4.9 Must have a native policy optimization tool 1o help
track and fix overly permissive securtty paolicies (allow
| any port/application),

410 Must have tagging or labeling capability attached
Lo security policies and objects for sutomation and
policy menagement optimization.

41T It must have a plobal search function that allows
the security admins to search for policy names and
abjects across vour entire confi iom

5. Threat Prevention

5.1 The proposed solution must inspect &ll traftic Tor
threats, regardless of port and  protocol, and
autematically blocks known vainerabilities, malware,
cxploits, spyware, and Command-and-Control (C&C).

5.3 For the encrypted traffic Secure Socket Layer
{S8L). the proposed solution must be abie (o select wely
apply & policy-based decryption and then inspect the
teaffic for threats. regordless of ports,

53 Must have a comrelstion engine thal looks for
predefined indicators of compromise network-wide,
corelates matched indicators. and  automatically
highlights compromised hosts. reducing the need for
manuzl data mining.

54 The security platform must support an cxternal
dynamic list where it offers the capability 1o ingest
multiple  feeds from third-party  Indicators  of
Compromise (I0Cs) feeds on [P addresses. LRLs, or
Domains, then oan bhe auomated e policy
enfurcement to deny/resei/drop the matching traffic, I
yes, please provide evidence to suppor the statemen.

5.5 Must support packet capturing of specific threats for
forensic evidence or investigation.

3.6 1t must provide the ability to allow the organization
o write its customized thieat signatures for new or
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targeted threats that mey not be found i other
enviremments,

57 Must be able 10 define differens
antivirusvulnerability protection ¢ antispywars scourity
profiles for each security policy defined.

6. Domain Name System ( DNS) Security

6.1 The proposed solution must stop known and
unknown DNG trattic with Machine Leaming (ML) and
predictive analytics.

6.2 Must help idemtify <vitems  that are
infecred/compromised by sink holing DNS requests to
& command and control server

6.3 Must protect agminst Domain  Generation
Algorithms  (DGA) based attacks which  generate
randam domains on the fly for malware to use a5 a way
to call back 10 4 C&C server, In addition, it should
identify DGA domuins based on dictionary words.

fi.d Protect against DNS Tunneling-based allacks that
ttilize crafied DNS queries and responses to hide
malware  delivery, C&C taffic. or  data
exflration/extraction.

domains and use prolonged rates to evade detection,
steal data, or send additional malicious puyloads into
YOUT nedwork,

8.5 Must protect against ultra-fowdslow DNS tunnels |
that spread wnneled dara and exploits across multiple |

0.6 Must protect against strategically aged domains
using predictive analytics. It should proteet users from

months before use by malicious actors,

connecting 1o reserved domains and lefl dormant for

6.7 It must prevent fast flux, a techniyue cybercriminals
use 1o cycle through hots and DNS records. Fast flux
networks are used for phishing. malware distribution,
| scams. and botnet operations,

4.8 Must protect against domains surreplitiously added
10 hacked DNS zones of reputable domains.

6.9 Must prevent DNS rehinding attscks, which can be
used 1o move laterally and atlack services inside the
corporate network from the nternet.

6.10 Must prevent dangling DNS attacks. which wse
stale DNS zone data to take over domains and cause
reputational harm or lsunch phishing atiacks,

6.11 Must support the following DNS Sccurity
Categories:

* Command and Conteol (C2) or (C&EC)

»  Dwnamic DMS (DDNS)

& Mabware

= Newly Registered Domains
| * Phishing

%




»  Ciraywiire
*  Parked
Proxy Avoidance & Anonymizers

TAdvanced Uniform Resource Locators (LEL)

Filtering

7.1 Must have natively-imegrated URL filtering
_ciipahilities.

7.2 Must  support  locally  defined URL
| enlries/calegories.

T3 Mugt have an gutometed ¢loud-based di-"nam i LRL
categorization for classifying unknown wehsites,

.4 Must have u specific catezory for Malware,
Phishing, Command-and-Control, Proxy Avoidance.
and Anonymizers, among other usual web categories.

7.8 Must support multi=category  URL filtering
capabilities that include risk categories for more
| granular URL categorization,

7.6 Must have Inline (Machine Learning) ML-based
web vontent analysis for real-time detection of never-
before-seen malicious and highly evasive URLs, The
ML models must be retrained frequently, ensuring
protection against new and evolving mever-hefore-seen
threats (e.g.. phishing. exploits. fraud, C2),

7.7 Must have anti-gvasion measures that protect
against evasive techniques such as cloaking, fake
Completely Automated Public Turing Test tw tell |
Computers and Humans Aparnt (CAPTCHAS), and
Hypertext Markup Languape (HTML) charscter
| encoding.

7.8 Must have real-time detection and prevention of
credential theft by controlling sites where wsers can
submit corporate credentials based on the site's URL
calegory,

7.9 Must have phishing image detection that uses ML
models 1 analyze images on weh pages o determine |
whether they are imitating brands commonly wsed in |
phishing attempts.

T.18 Must have the capability to support selective SSL
decryption besed on specific URL categories to reduce
risk and, at the same time, maintain end-user data
privacy. For example;
- Deerypt specific . URL categories (e, social
netwirking, web-based email.  content  dolivery
metworks).

- Except for govemment, banking institution. and
healtheare provider URL categories from decrvption.

$.Advanced Threat Analysis

8.1 The proposed solution must identify unknown
malware using a clood-hased malware  analysis
platform with advanced detection capabilities [ike
| Statiec & Dynamic Analysis. Barc-melal analysis,
Machine Leartiing. Dynamic unpacking, Metwork
Traffic profiling, and Recursive Analysis.




B2 The proposed cloud-based malware analvsis |
platform must have Security Operutions Center (SOC)2

| TEE 11 Plus Certification,

| 8.3 Must support automatic creation and delivery of
protection slgnutures from locally submined samples
and dynamic updates fiom the platform,

84 The proposed cloud-based malware analysis
platform must have a custom-buill hypervisor thas
datects and analyze evasive atincks;

8.3 Must be able to identity and prevent variants of
known  malware  Porlable Exceutable (PE  and
| PowerShell file types) in real-time using the local
muchine leaming medule,

B6 Must have a mochine learming module fhat 1=
updated automaticnlly in the furm of training sets from
the: loud-baged advanced malware analysis plarform.

S.Warranty, Support and Service Level Agreement
(SLA)

| %1 The proposed solution must include 3 Years
Warranty on the following Licenses. Appliance. and
Bupport sendcas:

Hardware Appliance

Advaince Threat Pravention

DNS Security

Advance URL Filtering

Advance Wildfire Prataetion

SOWAN

9.2 Service Level Agreement SLA |

= Id4xT Helpidesk Support

® Hxsxnbd {pext business day) with pars and
onsite Service support for applionce and
configurntions during the warramy period,

& Must provide servics unil in cose af applinnce
failire or errors within 48 hours frem when the
incident i reposted,

Lk Additional Requircments

101 The Supplicr must hive af Seass two (2) Cerlified
Network Securlty Engineer of the proposed salution
| mnd must be employed in the eompeny for at lcast 2
years, (must provide copy of Engineers  Centification
fromn the manufocturer and Centificate of Emglovment,

Campany = 10, and Resume/CY).
12 The Supplier must submit ManufacturerPrincipal

Authorization Certification of the proposed Solution,

10.3 The Supplier must be at least twenty (20) yeors in
| the IT Industry,
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_'E-r.'.upu- of Work:

deli 1]
conf n exl G Fi
_Appliance (NGFW),

The deployment task includes the following:

1. Prolect Kick-Off

2. Thewinning bidder will provide Metwork
Topelogy Design and Documentation,

3. The winning bidder will parfarm the
following lasks to install and configure a
Mexl-Generation Frewall:

3.1, Instaligtion of NGFW Appliance in
PTA's network ervironment
{includes mounting to PTA rack,
powver supply, and fan trays if
apolicabla.)

4.2  Update NGFW to latest fimmware.
and activate licenses support and
subscripfion (Advance Thraat
Prevention, DS Security,
Advance URL Filtering, Advance
Threat Analysis, elc.)

4.3, Corfigure Firewall policies, NAT
configuration, Zones, Routes,
Services, Objects, VLANs, |P
addresses, interfaces, and test
basic routing capabiities.

+.4. Configure WAN connectivity,
WAN Fallover. 351 Decryption,
S5L VPN, IPsec VPN{Sits to site)
and sysiog.

3.5, Perform funchonality testing of
internal and external
application'servars.

36, Prevent customer's server and
user for aftacks and Intrusion

7. Aszess and review the routes far
each network traffic

3.8. Discover business neeads for
network and security distribution

3.8, Bum-test NGFW Appliance for 24
hours.

4. Activate licenses support and
subscription feahures (URL Filtering,
Threat Prevention, and Wildfire)

5. Thewinning bidder will implement Ussr-
ID or IP-Base secunty function in the
PTA Domain as defined in the design
dogumentation,

6. Thewinning bidder will provide Uses-I0
to IP mapping. Tasks will includa:
£.1, Map User-iD to IP address

Inferrmation for the aumber of
Authentication domains as defined
ir the design,




10.

11.

6.2 Collect User Group information
per defined authentication
domain,

6.3, Requirsments review and
definition of User domain
enviranmaents,

6.4. Use of system logs to gather User
and |P address informatian,

The winning bidder will implamant App-

|0 functionality in the Targated

MNetworkPalicy,

7.1, Comvert all well-known
applicatons from Port-based rulas
Io applicalion-based policies.

1.2 Isolateall unkmown TCRILIDP
fraffic rules.

7.3. Finafize and modify App-D policy
on a third scan performed at
agreed scheduled time,
subsequent to complation of the
second App-ID scan.

7.4, Remove Fort-based rules.

The winning bidder will configure

Advance URL Fikering on Mexl

Genaration Firewall Network Parimetar

Dravice:

8.1, Manually conver! existing Content

Fiflering rufes 1o Advance URL

Filtering profile.

Block agreed high risk categories.

Review with PTA - DOF existing

URL Fittering nules and determine

Mecessary parameatars fod

mapping into MNext Genaration

Firewall Networks URL Filtering

categories,

g4, Manually convert an existing URL
Content senice fn MGFUW
Advance URL Filtaring

B.5. Create and implemeant a Mext
Generation Firewall Advance URL
Fittaring poficy.

Krnowledge Transfer Tralning

The winning bidder will provide trainings

o PTA technical team on the deployed

NGFW. The handover process will

covers the installation, configuration, and

adminisiration of the NGFW solution.

The winning bidder must provide as-

bullt plan documsntation.

The winning bidder must provide sami-

annual Health Check Maintenanca with

the following as parl of a health check

SRMVICE:

11.1. Current patch levels,

11.2.  Identification of any performance

SSUES,

o0 €8
%
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| 11.3.  Mdentification of any potential
security Issues.
114, Identiflcation of any potential
senver (hardware) issues.

A, WARRANTY AGAINST BENEFITS

The winning supplier warrants that it has net given nor promised o give any money
er gift to any officer or employee of the PTA. or any member of the Bids and
Awards Committee, BAC secresarint, or TWG, to secure this contract.

B. ASSIGNMENT

Unless otherwise expressly stipulated or priar writien approval of the PTA is
secured, this contract or any portion thereof shall not be assigned or subjected 10
any other party or panties.

Fhereby certify that the statement of compliance to the foregoing technienl specifications are truc and
correct, otherwise, if found to be fakic either during bid evaluntion or post-qualificition, the same shall
give rise to automathe disqualification of our bid

Mame of Company Signature Over Printed Date
Mame of Authorized
Representative



| High Availability (HA) Metwork Solution,
Internct Dedicated Services  (IDS) with High
LOT N, 3 Avallability, Managed Service - PABX System,
Wireless Access Points  with Closd-based
Management and Administration and Strectored
Cabling - Voice nnd Data

[ QUANTITY | |16t

RIDDER'S STATEMENT OF
AGENCY SPECIFICATHONS COMFLIANCE

1. INTERNET DEDICATED SERVICE WITH HIGH- Brand and Model:
AVAILABILITY (1DS-HA)

L1Two (2) Independent ISP (Primary and Secondary}: |
56 Mhps-esch | DS Connection speed with modem/media |
O er
LL1 Must be @ Tier-1 lernet provider with multple
submarie cable fink support and las fully redumdai
melwork roaders connected 1o 3 high-performance fiber
optic  Infrastructure.  *"Tier-d MOARE  regisered
“Telecommunlcations” Company In the Pheilippines "
The Provider must have a il network raffic capacity of

ot least 80 Gbps IP upstream (LIS and Asia)
| LL2 The Provider must be 150 9000 2015 certified. and |
LIS 27001 : 2013 eartified.

| 1.1.3 The provider must have 21 least ten (10} years Bs a
| telephone and intemet service provider from the NTC.
.14 Must have Seamless Dedicated Intemet Premiam
Bandwidth with High Availability (HA) wvin fiber
connection capable of transmitting multiple traffic streams
and variable bandwidth preset with twice the subsoribed
banbwidth of: Independent Primary 158 = |50 M bsps and
_Independent Secondary ISP = 150 Mbps,
| 1-L5 Must have an existing Wide Anen Metwork {WAN] |
fiber-optic backbone near the main entrance of Baighe
Sentral ng Pilipinas (BSP) end Depariment of Fingnce
{DOF) Buildings,

| LL6 Must hawe 2 Metro-wide fiber optic network

LLT Must have & Tier | International Inteenet Exchonge
backbone connection with the comesponding type of
connectiong (submarine cable, satslliie. ele)

! Wiufors et aniees e ey SCavly” o Nert {0l " i ok i s il rrawertees wf v Ay Sl Mt oAy
FROIrITRE Aol o Wer ool ont ofirrd SovomeeTe A ol ™ e ok Compll* smaar e ot 0 evickmee av i Bidver ol ot oo
refsacelau dar ivklevee. Evinee vhall e v P fourows Ly gl trorer: s sttt e fhc B, WOl S e o sperfnalier sunl
rasiaicr dornd B e oo, ppalan, ke fend chig ee.. arrrwie. O moewes S & oand Susponmt T akaeser dr o
Sufergrenily fwnel i b roivranieil e e eriskinie prrrened 100 e the Hiet i sroalpeniion e i refecion, ol ke aither ir e
el T AR e CovarTvL v M Siywsaning v ik o fa o be ol easber ohring Bl i, posrgiication ur i FERTIANR &
M ety ora e e o Marsbvens myd el Ui Sidder ar T Bkl o P wilerr ausbiocy o e sqiiccaie i owed uAmicpE,
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L1.8 Must be able to change walfic with oter Tier
provicers, following strict pecring agreements. (Paering is
the intermet waffic exchange between two netwarks that
have agreed on a connection 1o exchange traffic without
using a third party, reducing internat costs. Without Tier 1
internet providers, internet traffic could ot be exchianged
hetween countries. |

1LY Must be capahle of conmecting to wan Failover and
ISP intemer foad balancing sppliance with  stable |
bl widih commection, [

LLI0 Must be directly conneeted from the main pipe of |
the USA internet backbone and direeily connected to the [
| foundations of the Inermer, offering higher =péad |
conneciions and more relkabis networks,

L1IT Must be connected fram the Asia Pacific loop of & |
buckbone with the  EdstAsia Crossing and  Pacific
Crossing.

LLIZ Must be o member of 8 Local 1ntemet f:.rxchmg.:.
2.2 Philippine Internet Exchange (PhiX), Matrix Itemet
Exchange (MIXL Common Routing Exchange (CORE),
efe

LL13 Must guarantee & |21 ratio of bandwidth from the
user's office to the global Internat

| L1114 Must have a flatter network oplimized for [P with
| low latency

: L. 115 Must be capable of o redundant node from PTA Sile
b the ISFP's fmain hakbs,

LL16 Must perform a Bit Eror Ratio(BER) Testing afier
installalion

TLLT7 Must Supply o Commirtad Informatien Base (CIR):
Mo less than 150Mbps each independent [5Ps,

LLI8 Must provide Public IP addresses {PIPE [P |
allocation should be flexible and easier to pocoss from a I
| Tier-1 provider.

a: (30 and /27 for the 15P1. and
b, SG0and 27 for the 15P2

LLI9 The facility Must be owned and operased by The |

Imemet Servige Providars {[$Ps).

LLI0 Must perform Local Area Metwork (LAM) and Wide
Area Metwork (WAN) equipment configurations,

1.2 TWO (2) UNITS MANAGED SERVICE TELCO
GRADE ROUTER FOR EACH INDEPENDENT ISP:
Cisca 1SR 4351 rowters including subscriptions and Local
suppoets. with the following specifications:

|_L3.'i Form Factor: 1ru

i



1.2.2 Performance; 500 Mbps throughput upgradable to
2Ghps

1.2.3 Management Port with Management Cable

1.2.4 MNetwork Interface Module (NTM): 3

1.2.5 Defauh / Max Dram: 8 GB / 16 GB

L.2.6 Integrated Services Card Slots: | (PYDM 4)

L2.7 USB ports (type A); 2

| 1.LE Power Supply Type: Internal AC, POE. ar DC

| 1.2.9 Redundant Power Supply:

1.2.10 Module online msertion and remaoval

L.L.11 Server virtualization platform (UCS E Series) and
Network Compute Enging (NCE): 4 Core NCE

1.2.12 Zone-based firewall and NAT services:

1.2.13 VRF- aware Firewall and Metwork address
transiation (MAT) i

1.2.14 Hardware VPN acceleration (DES. 3DES. AES)

12,15 IPSEC VPN Services:

1.2.16 Flex VPN, Easy VPN remote server, Enhanced Easy
VN, Dyvnamic Multipnint VPN (DMVIN)

1.2.17 Group cnerypted transport VPN (GET VEN),
VIPN, MPLS VPN

1218 Intrusion Prevention: Snort for signature Bused and
Firgpower as nGIPS

L2.19 Anomaly Detection and Machine Leaming: Cisco
self Leaming Networks (SLN)

L.2.20 Nevwork Foundation Protection:  ACL, FPM,
cantrol plane: protection. control plane policing
{capp), Qus role-based CLI access. source based
RTBH, uRPF, 38H v2

1.2.21 Cisco Umbrella Branch Support

L2.22 Ciseo Cloud web security
a.  Cisco trust Sec
b, Security Group tag Exchanee
Protocal (SXPy, SGT over
GETYPN

L2238 50T over IPSEC

L2224 SGT over DMVEN

1.2.25 5GT-based ZABFW

1.2.26 Port'Layer 3 interface/TP/Subnetto-SGT mapping

(1.2.27 SGT export in Flexible Netlow

L3 ONE (1) UNIT LOAD BALANCER INTERNET
ACCESS GATEWAY APPLIANCE,
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LA.1 Hardware & Performance Profile:

8. The proposed solution must be o 1RU applisnce
b. The proposed solution must meet  the
performance specification below:
©. Firewall throughput | 2Ghps,
d. New connecticns{ TCPRD,000.
€. Threat prevention throughput 4.2 Ghps
LIPS Throughput 3.85 Ghps
& The proposed solution must provide the tpe &

number of interfices as below:

* Al least two (2) USB ponts
*  Atleast gix (6) 10/ 00/1000 Base-T ports
= At least 2 SFP ports
* Al least two (2) 106G ports with end o end
SFP Modules,
I Hard Disk - The proposed solution must provide
B4Gh SSD disks

Metwork Adaptability
a.Deployment
b.The product proposed should support following
deployment modes:
= routing/gatewsy mode:
transparent/bridge mode
virtual wire mode
bvpass mode,
Mixed maode

1.3.3

Hardware Bypass

The product proposed must support at least 2 pair
of hardware bypass(copper). so in case of device
failure. the network traffic can still pass.

1.3.4

High Availability
The proposed  preduct must  suppont high
availubility via,

* Avtive-Active mode:

*  Active-Passive or Active Standby mods:

.35

Link Aggrepation

The proposed product  mus support  link
aggregation with following work mode:

Load balancing - hash

Load balancing - RR{Round Robin)
Active-Passive

s LACP

1.3.4

Link State Propagation

The proposed product must support link state
propagition, that means can setup the correlation
interface group, if one of the interface in the group

AR




s up'down, the other imerface will follow the
same aclion

LAT Link State Detection
The proposed produet must support link state
detection, with at lcast the methods helows
*  Address Recolution Protocal {ARP)

* Packet Internet or Inter-Network Groper
(Ping) or ICMP
*  Domain Name Server (DNS) Lookup

1338 WNetwork Address Translation NATY

The product proposed must support different mode
of MAT:

= SMAT. DNAT and bidirectional NAT,

= Unetoone NAT, one to many, many to one |

NAT,
*  NAT46, NATs4

1.3.9 [Pvh
The product should be ready for [Py, include:
*  Support IPv4/IPvE dual stack mode:
* Support control PG in access control
policy, provide control via IP address,
service, application. domain.ete.

1.3.10 Diynamic Host Configuration Protocol (DHCP}
The product should support DHCP, inelude:
* Act s DHCP server or DHCP proxy
¢ Support [P reservation

1.3.11 Generic Reuting Encapsulation (GRE)
The product proposed should support GRE tunnel,

1.3.12 Others
*  Support NS wansparent proxy
*  Support ARP proxy
*  Support DDNS

1.3.13 Routing
Static Route

The product propased must suppont stasic routing.

1.3.14 Dynamic Routing
The product proposed must support  dynamic
routing protocal:
*  Routing [nformation Protccol (RIPW1/2
* Open Shortest Path First (OSPF2,
O8PFy3
= Bosrder Gateway Protocal (BG4

1315 Open Shortest Path First (OSPF)
Support redistributes direct route, static route, RIP
route {(OSPFv2), default route to OSPF. Suppon
authentication method: plaintext, MDS
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1416 Boarder Gateway Protocol (BGP)
Suppart redistribute direct route, static roue, RIP
route, OSPF route o BGP

L3.17 Policy-Based Route-
The product proposed must support policy-based
route. The policy route can setup with:

* Routing source can be specific to 1P, 1P
Zroup

= Support select route hased an 1P, services
Country/Region, Application elc.

*  Support load balance via at bkeast 4 methods,
Round Robin, Bandwidth ratic Round
robin, Weighted lenst traffic, prefer the first
linek (link om top)

L3.18 [PSec Virtual Private Network (WP}

The proposed product must suppart at two lypes of
IPsec VPN protocols: |

*  Proprietary VPN protocol,
* Standard Psec protoeal.

L3190 Dynamic Connection
The product proposed must be able to sctup site w
site VPN in the following scenarios:
* Bath site is static [P
= Bath site is dynamic [P
*  One itz is dynamic [P while the other site
is static [P

1320 VPN Status Monitoring
Support monitoring the sttus of each VPN tunmel,
the data be monitoring Includes:

*  Overview ofall the active VPN tunnels

¢ |nbound/outhound traffic:

* Latency

*  Packet loss rate;

L2321 Software Defined-Wide Area Network (SD-WAN)
The solution propesed should support SI-WAN
capability via VPN wunnels:

*  Support session-besed link balancing mode,

* Can choose the optimize link based on
bandwidth-remaining  ratio.  application
Iype or link quality (means packet loss,
jitier, latency)

1322 Oihers
a.Support [PSec VPN as the backup link. when
main link (MPLS or lease line) disconnected. the
traffic will failover to IPSec tunmnel
b.Suppert Access Control. Security policy (IPS.
APT ete) on [Psec tunnel,

| 1-3.23 Secure Socket Laver (SSL) VPN




The proposed product should support SS1 VPN
feature.
*  Support at least 30 concurrent user access
* Support TCP, UDP, ICMP protocols
* Support HTTP, HTTPS, Email, Fileshare,

FTP ete,
* Support control  access by 1P, URL,
TCPAUDP port ete,

* Support  access  resource  {destination
1Msystem) by NAT (NGAF 1P address) or
virwal IP

1.3.24 Ciperating System and Browser
The proposed product should be able 1o SLUppOTL
S5L VPN access vin Windows XP/7/810, MacOS,
Andriod, 108

L3235 Active Directory Suppart

= Support LDAP user  awtomatic
synehronization,

* Support Microsol AD security group
mapping,

= Support SSL VPN user log in & log out log

1326 User Authentication
The proposed product should be able to support
user authentication vis following standard:

*  Support captive-portal based
authentication: the captive poral s
customizable;

* Support Single Sign-on (880  with
Microsofl AD, Radius

* Support local wser database, and external
user authentication such as LDAP, Radius.
POP3 ete,

1.2.27 Access Control
The proposed solution should support application
control  feature and et the  following
specifications:

*  Support application contral and can identify
& control over 9RH- applications.

* Support admin  customiee  their own
application types

= Typical types of applications can be
controfled include game. P2P, shopping,
social networking etc.

= Should be shle to control applications via
source/destination IF, username. Schedule
clc.

& Be able to deny, allow applications

| 1-3.28 Uniform Resource Locator (URL) Filtering
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The proposed product must support URL filtering:

* povide o Jeast T+ URL  catesories,
melude  game.  gambling,  finance.
Pornography eic.

* Support manuvally create customized the
URL category.

* Should provide on premise URL signature
database. not only rely on cloud,

1.3.29 File Filtering
The proposed solution must support filter, which
can filter the download, wpload file by file
[vpelextension .
= Support common  file  typelextension)
caegory. such as, image, text. execulable
file. scripts eig.
& Support customized file type(extension)

L33 Connection Control
The proposed solution should support feature 1o
control concurrent session/connections:
= Be able 1w comtrol  concurent
sessionconnect by source 1P, destination
IF. or bath
= In the policy, it will be able to setup specific
concurrent sesskonfconmection number.

1.3.31 Geolocation Control
The proposed product should be sble o control
traflic based on Geolocations:

* Be able to control the source IP by 2
geclocation level, that means the device
have a database that can identify the sccess
(1P} is from which country/region and
specify the deny or allow sction

* The geolocation identifications should be
abbe to support 1o the major countries in the
wisrld

*  Support the search feature 1o help find out a
specific [P belong to which region.

* Support check the status of 1P that being
bl oeckied,

* Support exclude specific IP from the
control,

1.5.32 Bondwidth Management
The product proposed must be able to support
bandwidth management feature:
= Beable m limit or guararee the bandwidth
based on [P, user, application, schedule.
VYLAN et
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*  Beable to provide per IP/User speed control
in single policy

1.3.33

Secunity Protection

Overall Intrusion Prevention System (IPS)

The product propose must support [PS Feature and
meel the specification below:

= IPS signature over SO00 entrics on premise.

*  Support admin create customized [IPS
signature by regular expression. keywords,
protocol, port & direction

* Support admin change the signature default
action by per signature based or global.

& LUser can use CVEID, Vulnembility Name,
vulnerability 1D, threat level ete 1o search
for the related signature.

* IPS module should be able w0 detect brute-
force attack o DB2, Mongoadh, MSSOL,
MySQL. FIP., IMAP. lboss, Jenkins.
Joomla, Kerberos, SMB. Telnet, SSH, RDP
g,

= [PS can get up 1o date signature data via
eloud threat intelligence or upload signature
package via web LI

®  Support minimize 1o [0-minute update afier
& new outhreak happens, when connect to
cloud threat intelligence

1.3.34 Advance Persistent Threat { APT) Support Feature

The proposed solution must support APT and meet
the following:

Detection of remote control trojan, malicious
URL/domain, and other threats.

The product should support at least 140 million
malware signature database on premise

The device can connect to clowd threat intelligence
ared do real-ime for check to threat that cannot be
identified locally.

APT can effectively identify & block the abnommal
tralfic within well-known protocols such RDP,
851, IMAP, SMTP, POPI, FTP, DNS, HTTP,
WEB

1.3.35

Anti-Yiros Support Feature
The proposed solution must support anli-virus
feature:
*  Support stream based anti-virus with Al-
Based anti-virus engine
® Support protocols HTTP, HTTPS, FTP.
SMTP, IMAP, POP3. SMB etc.
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® Support compress file detection, and
support compress File with up o |6 lavers,
Support scan the files up 1o 20MB
Support detect virus in main stream file
types, include text, image, music, movie,
compressed file, executable fike, documant,
SCriplete.

*  Support cloud based analysis with the file
cannot be identified locally

* Support whitelist or exclude trusted file by
MD3 or URL path

1.3.36 Anti-Do5/DDoS (Denial of Service)
The proposed solution must suppert anti-dos'ddas
features, with the features:
= Support ARP flood, SYN flood, UDP fluod,
DS flood.  ICMP&EICMPYG  flood
protection,
®  Suppor [Ffport scon protection.
* Support detection and prevent Tear Drop
attack, LAND attack, Win Nuke amack.
Smurf attack, Ping of death, IP fragment.

1.3.37 Cloud Threat Intelligence
The proposed solution should provide the ¢loud-
base threat intelligence capabilities, include:
*  Cloud Sandboxing
¢ Cloud mtelligence 1o identify
unknown/new threats
* Cloud intelligence can provide the new
signature update W new outhreaks, the
minimized respond time is 10 minutes,

(1338 Decryption
The proposed solution must support HTTPS
decryption

L339 Account Protection
The proposed solution must support a dedicated
account protection module to identify the abnormal
usage of user sccounts,
= Support detection of weak password, brute-
foree attack, abnommal/suspicions login etc.
* Provide dedicated GLII page to show &
respond all the sccount abnormal usage
events that happens recently,

L340 Ransomware Protection
The proposed solution must support & dedicated
ransomware protection module, which can:




*  Automatically scan and detect rensomware
related  wvulnerabilities.  port,  weak
password. beute-force attack ete,

* [Provide dedicated GUI page o show and
respond  all  the ransomware  related
vulnerabalitics

=  Can provide guidance or suggested action
te admin, ¢.z.. deplov hlock policy dircet,

L.3.41 Sccurity Assessment
Risk Analytics
a.The proposed solution must provide risk analyvtics
module that allows o scan and identify E:I:urlh.-
loopholes such as open port, system vulnerabilities.
weak passwords, gte.
b.The risk assessment should support major
profocols such as: HTTP. HTTPS. POP3. SMTP,
RDF, SMB, Oracle, MS-SQL. MySQL etc.

1.3.42 Passive Vulnerability Scan
a.The proposed solution must provide o real-time
vulncrability analysis or passive vulnerability scan:
*  [Detection vulnerabilities based an trafTic
pasa through NGAF, without any active
scannming activitics to the servers, minimize
the extra work load and ather impact
s The vulnerabilities that con be detected
includes web  application  vulnerability,
wesk password, improper configuration on
weh server, e,
= Support generate HTVIL format report

1.3.43 Log and Reporting
a.The proposed solution must support build-in log
center which can keeps 4 tvpes logs:
*  Access Log (Application control lag. user
authentication log, SSL VPN log)
»  Security Log (IPS. WAF, Botnel. Email
protection, Anti DoS, Web Access)
*  System log
& Support export log to excel file,
b.The appliance should include the local hard disk

. o provide log retention

1.3.44 Reporting
The proposed solution must support  build-in
repmﬁngﬁﬂtures which include:
Generate comprehensive Security report in
PDF format
* Supporl sccurity report subscription by
eruail, in daily, weekly, menthly hasad.
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1345 Sysiog

The propesed solution must support export log 1o
syslog server

1.3.46 Centifications - CyberRatings
The proposed solution must be with "AAA”
racking in the Cyber Ratings Enterprise Firewall

L.347 Capability Maturity Model Intepration (CMMI)
Vendor must be certified with CMMI LS.

I. MANACGED SERVICE - PABX 5YSTEM

4.1 PABX System must have minimum cupacity of the |
following configuration:

2LLOne (1} ISDN Port Thirty (30)
Chonnels

202 Ten (100 Vocoder Channels for S1P
Trunks

203, 10 5IP Posts

1.1.4. 25 IP Subscrber Licenses

2.1.5. One { 1) Operator 1P Phone

216 Twenty-Four (24) Enterprise [P
Phones

2.2 Operator 1P phone must be paired with D55 expansion
key

23 The IP-PRX/PABNCommunication System shall
employ 1P at it core with IP switching technology and
I%nm-htmking.

1.4 The system should be [PV ready.

2.5 The architecture of the system shall be capable of
seamless migration 10 its maximum capagity by simply
adding peripherals cards'modules in the same chassis
without compromising function/features of the system. The
architecture  should  be  non-stackable  eliminating
individual power supply for each chassis,

26 The system should be built on a universal siot
architecture and modular in design o enable seamless
growth, by adding the desired necessary modules and cards
a5 and when required. Any interface peripheral card can be
inserted in any slot of the platform, whereby it is possible
to increase or decrense the trunk lines or subscriber lines of
the system as per the requirement.

2.7 It shall have distributed processing architecture, SLIC
and SMT Design.

2.8 The system shall have the built-in Autc-attendant
facility and shall be able w answer minimum 9 calls
simultanecusly and should suppor dial-by-name,

2.9 The system shall be compatible and type-approved with
ISDN PRI line of Local Serviee Provider,

2,10 The PRI card should be software programmable for
TEMT mode,




2.11 Two (2) units 24 ports Power Over Ethernet (POE)
Switch must be included to provide power 1o the IP phoncs

212 The system shall have built-in web-hazed software
ramming tool for systemn administration.

2.13 Detail reports of all sysiem parameters should be
| generated through the SMDR port of system.

2.14 Eech port of the system shall be programmahie. T
shall have programmable features port-wise/extension-
wise,

215 The system shall support fMexible numbering for
extensions such as it may have extensions with | digiv. 2
digits and up 1o 6 dighs” numbers as well as in combination
of all.

L.16 Access codes, system timers and access to features
ghall be programmable.

2.17 Storage of nutgui'ng. incoming and internal call
reports shall he generated on SMDR port of the system. It
| shall also be available online through Ethernet Port,

(2.18 System must have a built-in station message detail
recording to log calls withowt any added modules

2,19 Provision of PABX welephone sysiem must include the
installation. configuration and after-sales service support

2.20 Full Comprehensive Warmanty (12 Months) for PABX
system and telephone handsets

2.21 Knowledge Transfer and End-User Training must he
rovided afler commissionin

2.22 1x Fiber | LEC 1OMB - for remote extension within
the building up (comes with Wi-Fi Router (4 Port), 29 1P
Block. 1GB of either email or web Hosting Service and
MRTG Acgess

3. NETWORK EQUIFMENT

31, Core Switch
Ll Managed switch with 12 % |04 copper
ports + 12 x MG SFP+ modules
(dedicated)
3121 Lngabit Ethernet Management pont
313 IRU Height Rackmount
344 480Ghps switching capacity
315 With MTBF of around 1.372M (hours)
at 25°C
306, 3MB Packet BulTer
317 240mpps (64-byte packets)
32 24-Port PoE Gigabit Switch
321 Equipped with 24 Gigabit Ethemet Ports
Full PoE+ x4 10 Gigabit Ethernet
322 Supports PoE budget of 370W on full
load an a single power supply
323 Max power consumption < 440W on full
lomd
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314,

115
3106

Supports wp 1o 128 Cbps switching
capacity

With MTBF of around 698K (hours)
Rack mountable

33 48-Por Gigabit Switch

330

332
%
334,

335

Equipped with 48 Gigabit Ethemet + 4
10 Gigabit Ethemet poris

Supperts 176 Ghps switching capacity
Supports up o BK MAC addresses
With MTB of around 1.452M {hours)
Rack mountahle

34, Indoor Wi-Fi 6 Access Points

A1,

42

i43,
LE RS

F

146,

Cloud managed Access Point with
integrated enterprise security and guest
BeCRss

2x2:2 (24GHz) + 4xd:4 (SGHz) M-
MM BO2. 1 ax

Application-aware traffic shaping
Enhanced transmit power and receive
sensitivity

Supports automatic  cloud-hased RF
eptimization

With MTB of around 500K {hours)

35 Network Monitoring Software

Lal.

K- B

e [ 5

Supports 4 monitoring engine to provide
users with efficient, scalable monitoring
With dashboard that provides a
custoanizable high-level overview of
hosts, services, and network devices
Can easily view network incidents and
resnlve them before they become major
catostrophes

Auwomated, integrated trending  and
capacity  planning  graphs  allow
organizations to plan for upgrades
Equipped with configuration wizards &
infrastnicture management

Supports advanced user management to
easily setup and manage usér accounts
with only a few clicks then assign
custom roles W ensure a3 secure
eftvironment

4. STRUCTURED CABLING
Supply, delivery and installation of network peripherals
and cubling materials for 100 nodes

4.1Carh UTP Cable
400 10100000 BASE-TX
4.1.2 Bare Copper Material. 23 AWG

Construction Conducior
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403, HDPE Material [nsulation

414 PE Cross Member

4.1.5. ISQMAEC 11801 ED.2.2:2011 Compliant
4.1.6. ANSITIA 568-c.2-201 | Compliant

a1,

Cath Paich Panel

421, 1DC connector can sccept 22-26 AWG
solid and stranded cables,

4.2.2. Terminate using 110 or Krone Tools

413 Dimensions and mounting eomplisnt
with EIA-310-D |

4.2.4. Pancl Area: SECC/1.5mm thickness

4.1.5. Number of ports/ height: 24/11

226 Color; Black

417 Easy porl description by removahle
lnbels in plastic holders.

4218 RoHS Compliant

CATE Modular Pluz [ RI45 Connector - |
Linshielded
431, UL Applications that support up to 250V
AC
422 Dielectric with standing voltage 500V
AC
433, 100Mohms Insulation Resistance
434 Transparent Polycarbonate
3.3, Phosphor beonzz blade w/ pold plating

Y

4.4,

UTP Cable Management Guide 11

440, 19" Standard  tack  and  cabinet
mowmtahle

442  Meels EIATIA  bend  radius
reuirements.

443 Prevenis cable tangles

£44.  Light weight and easy to install,

4.45. The panel is configured with 12 rings.

446 Two (2) openings in the rear 1o provide
access pathway

447 ROHS Compliant

4.5

Caté TP Patch Cord
4.5.1.  Category 6 UTP paich cord using RJ435
contacts 50u inch gold plated and snog

proof oot
452 IMI0O000 BASE-T, Voice. Video and
ather applications
Conductor | Material / Bare Copper / 30 AWG
Biz
. High Density Poly Ethylens
IR | el (HDPE)
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Diamicter .35 4 0.05 mm

Matarial Lo Sroke Fero Hilogmen
Sheath {LEOH)

Diameter 3.1 + 0.2 mm

[ 4.6 19" Open Bay Rack, Floor Moum

4.7 One (1) unit UPS Rack moumtable/tower, 2000 A
230V- | B0 Walts or higher

terms and

2,

SCOPE OF WORK -

The Winning Bidder shall provide the semviee to the
Philippine Tax Academy (PTA) in accordance with the |

conditions and must include the Following

provision of service:

Must provide Design and Planning of the

service o be provided.

The Winning Bidder must Supply, Deliver.

Configure, and Install:

2.1, Twao (2) Independent Internet Service
Providers (ISPs) with One Hundred
Fifty (150) Mbps Commitred
Information Rate (CIR) each via Fiber
Omptic Cable to the PTA Office located at
3 floor, DOF Main Building and 7
Aoor, EDPC Building. BSP Complex
Roxas Blvd, cor. P. Ocampo S, Manila.

2.2, Twuo (2) units Managed Service Telco
Grade Router for each independent
ISP: Cisco ISR 4351 routers including
subscriptions and Local supports.

23, Ome (1) unit Managed Serviee Load
Balameer Imtermet Access Gateway
applianee,

24, Managed serviee PABX Svstem

25 One Hundred (100} nodes of
structored cabling

Installation cost must be bundled with the

ong-year contract service, including providing

the nesded cables/insulation and other related
materials following industry standards,

Suppase the PTA transfers to g new office

location. In that case. the Provider must

transfer the Fiber Optic Cable (FOC)
conmection,  including  hardware  re-
deployment, to the new site at no cost,

Must eonduct Acceptance testing, which will

be used as the basis for the start of the billing

period for the internet service (ISP): shall take

fall




place after the installation and inspection.
subject to the following eriteria;

L

Sk

5.3.

5.4,

33

AT,

iR

Must be conducted by the winning
Intemet Service Provider
Telecommunications Company
(I5P/Telcw) in the presence of PTA-ITD
Tepresentaiives;
Mo service imterruption must take place
during the testing period, except for
those beyond the provider’s control (ie..
power failure, faifure of equipment, and
international/regional backbane
problems);
Committed Information Rate ([CIR)
requirement  complinnce for two (D)
proposed independent ISPs;
Latency requirement compliance;
Must wim owver an assigned Multi-Rowter
Traffic Grapher (MRTG) accounts for
both independent ISP o PTA-ITD;
Must secure and provide ugable static
public IP-Address as required,
Mlust conduct Bit Error Rate (RER) Test.
The Acceptance Test Procedure must
have the following resulis:
5.B.1. Line Quality Test - Test: BER -
Standard: Error - free
382, Test for Packet Loss - Test: Ping
- Standard: 100% packet return
3.8.3. Latency Test - Ping - Standard:
IRD-250  milliseconds o US
routes.

Technical Support:  Technical — support
services must include the following;

i,

Maintenance Services

6.1.1. Maimenance of all provided
hardware,  peripherals,  and
Software o ensure  proper
working order;

6.1.2. Replecement of all defective
hordware  peripherals  and
materials in cose of hardware
mallunction;

6.1.3. Pro-active npotification  thru
cmail. phone calls, and SMS on
any nceurrences of the following:

g, Schedule downtime

b, Service interruption

€. Upgrades or preventive
maintenance
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d. Possible rerouting of
internel  connection  to
backup link due 1o
connecticn loss of both
primary and secomdary
links,

.2, Customer support

621,
6.2,

6.2.3.

6.2.5.

24x7T on-call support;
Must resolve all kinds of
techmical problems  within 30
minutes from the initial repor
time, including but not limited 1o

a.  When the links

connection is down

b, Packet loss

¢. Latency variation

d. Routing issue
Must provide an hourly status
update from receipt of initial
report time if trouble will ke
more than 30 minutes to resolve:

. Must  provide  telephone

{landline/celiphone). SMS. or
Email technical support,
available on a 24x7 basis to assist
in trotibleshooting issues:

Must provide qualified technical
representative’s, within 24 hours
of initial report time and ot po
additional cost to PTA, for issucs
that need to be resolved on-site.

#.3. Service Level Agreement

6.3.1.
6.3.2.

6.3.3.

6.3.4,
6.3:5.

3.6

Miust provide MNetwork
Availability of; 99.8%

Must have 24/7 network support
and data operations center

Must have an Upgradeable and
Scalable Bandwidth
Prowvisioning

Must have a robust and resilient
network

Must  have an extensive
nationwide network

Must have experienced and
licensed  techmical support
engineers  for  the  requined
manaeed routers and
equipment, preferably Cisco
Centified Metwork  Associate
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6.3, 0L
Ga.11.
6.3.12.
6.3.13,

6.3.14,

&3, 5.

6.3.16.

[ 3

6.3.18.

(CCMNA) and Cisco Certified
Network Professional (CONP)
Must  provide  puarsnteed
latenicy not less than 200my at
507 load from PTA w the
internet service provider

Must have 3 gunranteed Packet
Loss of 0.1% or less

Provide PTA & written notice ol
least {5} working days before
the scheduled maintenance
work, In the event of service
interruption due w0 scheduled
maintenance, the  provider
should have alternate re-routing
of the internet connection,
Mean-Time-To-Repair
(MTTR)

Router Connection Error (30-45
mins)

Local Exchange Breakdown (2-
4 hrs)

Scheduled Maintenance Work
(4-6 hrs)

Must provide a monthly report
of service intermption and time
of delay with corresponding
rebates. i there are any.
Diverse and distributed cable
routes wsing  trans-Asia  and
frans-Piacific submarine cable
systems with redundancy

Must provide a  direct
connection  ©  major  1Xs
{Internct Exchanges), both local
and intermational

Minimum of [:] Commitied
Information Rate  (CIR)
synchronous  download  and
o,

Must provide real-time access
to  bandwidth  utilization
monitoring  reports  through
Multi Rowter Traffie Grapher
(MRTG) for two (2) circuits,

DELIVERY AND RECEIVING INSTRUCTIONS

The Supplier shall observe the following instructions:
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+ Services'(oods as specified in this Schedule of

Requirements and/or the Technical Specitications must
he deliverad only to the address indicated herein,

« The Provider must notily the indicated authorized

reeciving personnel at the Project Site of the sehedu led
delivery date at least three (3) working dayvs in
athvance and shall ensure that the authorized receiving
personnel from the PTA is present during the date and
time of delivery.

- The Supplicr shall deliver to the Project Site from

9:00 AM to &:00 PM and on Mondays to Fridays
only; the Provider shall not make deliveries before 9:00
AM. after 6:00 PM. and on non-working davs.

4. Upon delivery of the Goods tw the Project Site. the
supplier shall notify the FTA and present the following
doguments:

4.1, Original Supplier's Invoice showing the
Goods description, quantity, unit price,
and total price.

4.2, Original Delivery Receipts

4.3, Onginal Statement of Accounis.

44, Approved Purchase Order for these
conditions, Purchaser's representative
al the Project Site is Mr. Mark P.
Olaguir, Development Management
Otficer 111, and concurrent Technical
Property Inspector or his authorized

L representative(s)
WAR ] |

1. Six (6) months workmanship warranty  for
structured cabling

2. One (1) year warranty for ICT equipment such
a5 APs. routers, switches. and racks.

3. With parts and on-site service support for all
cquipment during the whole duration of he
Wirranty.

4. Afier-sales support services with committed
Service Level Agreement of 99.8%. Customer
Service Center facilitates comimunication
betwesn customers and various technical levels
within 24 howrs x 7 days o week basiv,

aie —_— : :

I

Duly Notarized Declaration of the following:

I.l. Musi ‘have Fibeay Optic  Cable
Multiplexer and Gigabit Ethernet (GE)
capable, Interface Hand-off: (Gigabit
Ethernet [OV] 071000 - elegtrical)

Al




1.2, Must have ot Least 1Gbps Multi-
Lateral Pegring with Phopenix for at
leasl six (6} years.

3. Mlust have ot lesst ten  direet
Intermational Uplinks (Tier 1/Tier 2, ie.
ATET, level 3, Telstra, efc) fin
redundancy purposes.

[4. Minimom ol Uplink capscity of
40Chps 1o 130Ghps

|.5. Managed and operated local Internet
peering (Le., MIX, GIX, PHIX)

6. High Speed and Dedicated Internet
service with 1;1 CIR  (Committed
Information Rate)

2. Must Provide a Detailed Dingram of the
Following:

2.1. at least 10 direct International Uplinks

(Tier 1/Tier 2, Te. ATET, Level 3,

Telstra ete.) for
redundancy purposes,
22, Backhaul going o Cable Landing
Station {i.c Nasugbu, Batangas. Naic
Cavite)
QUALIFICATIONS OF THE SERVICE PROVIDER
The Cont igibili
experience, and expertise in providing service the

following:

A. Eligibility Requirements:

1

e

PhilGEPS Flatiniem Membership
Registration Certificate™ umber:
Mavors/Business Permit  (current and
validy

Tax Clearanoe:

Omnibus  Sworn  Statement  (duly
nodarized) and

Other mandatory documents are regquired

in  Competitive  Bidding  under
Implementing Rules and Repulations of
RA N0, 9184

E. Expertise Reguirements

1.

2.

At least five (5) vears of experience
providing Wireless Network Solutions,
At least ten (10) years as telephone

3



- Must submit & Letter from the Principal

service provider and at lcast ten (1
Years as Internet Service Provider.

Lertifying Partnership, Experience. and
Capabiliy.

11 r wh leted
i ive rs the
submission and receipt of bids, a
single largest contract similar to the
Contract 1o be bid.

v hid shall b

g

original __ desgriptive Kinds __ of
o 7] ended

Brochures of all
1 i drowi i
iagra 1

likewise be provided.

T

L] |

TECHNICAL BID DOCUMENTS;

. All prospective bidders shall have a track

FOLLOWING - DIOITION

. The following certifications must be

N CH BE PART OF

record of existing installations of the
offered  network  equipment's  and
structured  cabling  system in  the
Philippines.

proided:

a All prospective bidders must he
suthorized dealer of all equipment to
be supported by certificate of
dealership in the Philippines issucd
by the manufacturer’disiributor of
equipment/materials.

b. All prospective bidders must be
capeble of rendering local wechnical
services  duly certified by the
manulacturer/disiributor,

€. The bidder must have at least Three
() Centified Licensed Flectronics
Enginecrs  who  are currently
emploved in the bidder's company
trained and certified in the design
and installation of Aceess Pojnts
Bidder must attach certification.

fifs



d, Must provide 2 CCNA, 2 CONP, 2
CCIE, and must be employed in the
company.,

e. The Bidder must be an IS0
90012015 and SO 27001:2013
certified company.

. The bidder provider must secure an
NTC cerification that thev are a
Tier] Teleo Company.

g. The bidder shall have a Fiber Optic
Cable Multiplexer and shall be
Gigabit Ethemet (GE) capable.
Interface  Hand-off:  (Gigabit
Ethernet 10/1007000 - electrical)

h. Must  have at Least |Gbps
Multilateral PMeering with
PHOpenlX for at least six (6) Years
and shall Provide certification.

3. Network Requirement:

a. Must have at least 10 direct
International Uplinks (Tier 1/Tier 2,
ie. AT&T, Level 3, Telstra ete.) for
redundancy purposes. Bidder shall
provide detailed diagram.

b. Must have/operate its own Backhaul
going to Cable Landing Station (i.e
Masughu, Batangas and MNaic,
Cavite). Bidder shall  provide
detailed diagram,

¢ Provider must have a minimum total
Uplink capacity of 40Gbps (o
address needs of client/s) and must
provide proof therein,

d, Manage and operate local Internat
peering (i.e. MIX, GIX, PHIX) and
provide certification thersin,

4. Shall submit Certificate of Employment
of 8 least two (2} Information
Technology  Infrastrscture  Library
(ITIL) Certified Engineers and shall
provide proof of centification for 1TIL.

3. Shall submit network lavout labeled as
Electronics  Engineer Plan  showing
connectivity from end users data
terminal facility up to the Jast mile duly
signed by Licensed Electronics Engineer
{(EE) with his’her valid PRC 10.

6. Should submit copies of Cliem
Satisfactory Centificates from at least

7




three (¥} clients cach for the las: three (3) |

| vears for similar contrects,

7. Must bean NIC registered and certified |
with Vahe Added Sendces (VAS) |
Begistration Heense certificate. .

B, Bidders should be a centifled Data Center
ProvidenBack up provider Tier 1L
Bidder shall provide proof,

| W All prospective bidders may roguest the
conduct & site survey apd sulumit g repirt
regarding the site survey,

10. ANl prospective bidders shall submit their
proposed  Sérvice Level Agreement
(5LA} ond commits fo deliver and
maintain their service with & Service
Level Agreement of 99,8%. as seared
above under the Scope of Wark and
prowide Customer Serdee Center which
facilitates  communication  between
costomars apd varkous teehnical levels
within 24 bonrs x 7 dfayy o week Basiy.

11, All prospeciive bldders shall  submit
orginal copy of design proposal
brochures and other publications that
supports compliance to the requirements.

12. Provide and subimil a propesed work plan
and detailed Implementation Schedule
(Ganet Chart for the Project covering the
whole  contract  period.  Prospective
Bidders are required to conduct siie
inspection. This is o ensure the
reliabifity, security and efficiency of the
required services that the conteaciorshal |

| perform. Timeframe thould be specified

or each activity 1o be done and shall
include Gantt Chart Summary,

—

Prior to Final Acceptance, the supplier shall provide Erd-
| user tralning on how 10 use and manage the active
companemts included in the project.

The winning bidder shall also provide the end-user witly
user', configuration and technical manuals




BILL OF MAT

DESCRIPTION

QUANTITY

BIDDER'S
STATEMENT OF
COMPLIANCE

 INTERNET DEDICATED SERVIGE WITH HIGH-AVAILABILITY {HA]

Independeant ISP with modeam | media
convertars

)

Managed Teleo Grade Rouler

2

Bandwidih Manager Internel Accegs
Gateway

1

PABX System

MANAGED PABX SYSTEM - 105IF x 25 IP
PHONES

JD Vocoder Channels for SIP Trunks
25 IP Subscriber Licanses

1 Operator |P Phone w/ DSS Console

24 Business IP Phones

| VMS for Automated Attendant

EMDF»! Feature for Call Detall Records

2 % 24-Port PoE Swilch for IP Phones

Irstalistion, Testing, Commissioning and
Acceptance

Comprahansive Warranty & Suppaort

Project Acceplance and Turn-over

1x Fiber 1 LEC 10MB - for remote axtension
within the building up {comes with wifi Router
{4 Part}, /29 IP Block, 1GE of either email ar
web Hosting Service and MRTG Access)

NETWORK

Supply of Equipment and Peripherals

Core Switch 1
24-Port Gigabit PoE Switch 2
48-Fort Gigabit Switch i
Cisco Merak| MR44 wi MR Enterprise 10
License, 1YR

[ 10G Transceiver Module 12

Maglos X1 Enterprise 100 Node Licenss, 1
Year Ticket Support and Maintenance Plan

2KVA UPS, Rackmount

1

Site Supervision, Engineering and Project Management

Praliminary Activities

Supply of Labor and Manpower

General Provision, Mobikzation and
Demobifization

Tthsinal Instaliation of Active Equipment

Active Componenis System Configuration,

il




Testing, and Commissicning

Network Manitoring Software Installation &
| Commigsioning

Fumﬁunarty Testing & UAT

E:-nl‘:ﬁgl.rahﬂn Validation / Host

Provisioning of Temporary Tools and
Equipment during installation
End-user Training & Knowledge Transfer

Froject Documentation

Projact Tum-over

Project Acceptance

1- Year Mainlenance Agreament

1 Year Standard Warranty

STRUCTURED CABLING

| Supply of Network Peripherals and Cabling Components
CATB UTP 4 PAIR SOLID 305M 3
_CATE 24 Port UTP Patch Panal 10 1
Cable Bool (Black, Blug, Green, Gray, While, 20
Yellow, Red)

CATE Modular Plug / R.J45 Connactor - 20
Iinshiabded

UTP Cable Management Guide 1U {Plastic) 10
CATE UTP Patch Cord, 5M 100
CATE UTP I'-"atch Card, 2M 100
| CATS UTP Patch Card, 1M 20

19" Open Bay Rack, 7 ft. w vertical cable
managar

“Supply of Roughing-ins

Roughing-in Materials, Fittings & Supports
(Cenduits, Mouldings, efc.)
Consumables and Migcellaneous

Site Eupun-inrom Englmuring and Project Management

Frarhnrmry Acthaties

5u|.'rp::‘r5|I af Labor end Manpowsr

Mabilization and Demobikzation

Layout and Installation of Roughing-Ins

UTF Cable Layout and Instaltation

Port Testing, Re-lagging and Labefing (100
Puorlz)
Tarminatian of UTP Cables

Re-patching of Existing Cabling

Provisioning of Temporary Tools and
Equipment during instatiation

Project Documentation

i

| Project Tum-over

Projact Accegptance

| G-Months Workmanship Warranty on Cabling

| |

m




Works |

LOAD BALANCER

Hardware appliance, B x GE RJ45 + 2 x SFP.
1 x available NIC slot, Default with 64GH
5S0. Support 12Gbps Firewall Throughpat,
4.2Gbps Threat Prevention Throughput

| System License Package for the foliowing
features. Firewall, Bandwidth Management, 1
URL Filtering, Application Gontrol

‘System On-site Configuration of Supphed
Equipment

Testing & Commissioning

Systern Training L
1-Yaar Equipment Warranty and Technical |
Support

In the: event that any of the materials run out, it shall be the responsibility of the winning biddar to replenish
the same, notwithstanding from the quantity of the bl of materials.

A. WARRANTY AGAINST BENEFITS

The winning supplier warrants that it has not given nor promised to give any money or gift
o any officer or employee of the PTA, or any member of the Bids and Awards Committee,
BAC sceretarial, or TWG, o secure this contract,

B. ASSIGNMENT

Unless otherwise expressly stipulated or prior writien approval of the PTA is secured. this
wontract or any portion thereof shall mot be assigned or subjected to any other party or parties.

I hereby certify that the statement of compliance to the foregoing technical specifications are troe and
correct, otherwise, if found 1o be false vither during bid evaluation or post-gualification, the same shall
give rise lo nutomatic disqualification of our bid,

Name of Company Signature Over Printed [Date
Mame of Authorized

Representative

Th



Section VII]. Checklist of Technical and
Financial Documents

Notes on the Checklist of Technical and Finaneinl Doenments ]

The prescribed documents in the checklist are mandatony i be submitted in the Bid, bust
shall be subject 1o the follonwring:

#, GPPE Resolution No, (92020

o the efficient procurement
measures during a State of Calamity or other 5|

milar issuances that shall allgw the
in liew of the mandatad requirements; or

b. Any subsequent GPPR issuances sdjustin
requircrenis after the effectivity of the adogn

use of alternate doeuments

2 the documentary
won of the PRD:.

The BAC shall be checking the submitted documents af each Bidder against this
checklist w ascertain il they are all preseni, using a non-diseretionary * passifail "

L

criterion pursyant io Section 30 of the 2016 revised IRR of RA No, 91 a4,




Checklist of Technical and Financial Documents
'I"EE'H'HI!."A.I_. E‘-DMP['.IHENT ENVELOPE

Class “A” Bacuments

Legal Dociments

g {2} Valid PhilGEPS Registration Certificate (Platinum Membership) (all pages)
In accordance with Section 8.3.2 of the IRR:

Tvehnical dy;'umn‘m;

O (b} Staternent of the prospective bidder of all jis ungoing government and privage
cantracts, including contracts awarded bat Aol yed started, if any, whether
similar or not similar in nature and complexity 1o the contraet 1o be bid: and

B e} Sttement of the bidder's Single Largest Completed Contract (SLCCY similas

1 the contract to be hid, exeept under conditions provided for in Sections
234.0.3 and 23.4.2.4 of the 2016 revised IRR of RA No. 9184, within the
relevant period as pravided in the Bidding Documents: angd

(d) Original copy of Big Seeurity. If in the form of a Surety Bond, submit also g

certification issued by the Insurance Comm ission;
or

Original copy of Notsrized Bid Secyurin & Declaration; gnd

S {el Conformity with the Technical Specifications, which may  include
production’delivery  schedule, manpower requirements, andor ofier-
sabes/parts, i applicable: and

9 (D) Original duly signed Omnibus Sworn Statement (D58
and if applicable. Original Notarized Secretary’s Centificate in case of &
corposation, partnership. or cooperative: or Original Special Power of
Attomey of all members ol the joint venture giving full power and authority
to its officer to sign the 0SS and do acts 1o represent the Bidder.

O

naneial Do 5
O {8} The prospective bidder's computation of Net Financial Contracting Capacity
(NFCC);
or

A committed Line of Credit from i Universal or Commercial Bank i liey
of its NFCC computation,

Clasy “B” Documents
o thy  Ifapplicable. 5 duly signed joint venmure agreement (IVA) in case the jaint
venture is already in exisience;
oar
duly notarized statements from all the patential joint venture partners stuting
that they will enter ineo and abide by the provisions of the IV A in the instince
that the bid is successfil,

L RIS e
i} fFar foreign Aidders claiming by reason wf Hieir couwtei’s extension i
reciprocal rights to Filipines] Cenification from the relevant government

O

3



office of their country stating that Filipinos are allowed o participate in
Bavernment procurement activities for the same ttem or produ,

o () Certification from the 0T if the: Bidder ¢laims preference ae s Diomestic Bidder
or Domestic Entity.

25 FINANCIAL COMPONENT ENVELOPE
T fa) Original of duly signed and accomplished Financial Bid Form: and

O (b} Original of duly signed and aceamplished Price Schadule| 81,

T



Annex A

Bid Form

Dare:
Invitation to Bid Mo: PB Mo, 23.08.2

Tor Philippime Tax Avademy
™ Floor EOPC Building,
B5F Complex, Ravar Bonleward
Medate, Mewila

Gemstlemen and/ior Ladies:

Having examined the Bidding Docaments including Bid Bulletin Numiers ! §, the reeeipt of
which is hereby duly acknawledged, we, the undersigned, offer to Supply, Delpver. gl ang Congigure

il
%ﬂtﬁm@ﬂn conformity with the sid Bidding Documents.

| 1
Lat Nao, iy Unir ITEMS/ DESCRIPTION UNIT PRICE | TOTAL PRICE
|

i fisd Mext Gemeration Firewall |

|
High Avallability (HA} Network |
Solutlon I

Internel Dedicated Services |
| with Migh Availsbitity

| Nmaged Sorvice - PAGN
2 i I ke | Sysfem,

Wireless Agcess Points with

Cloud-hased Management anil
Adlministration
Structured Cabling - Voice and |
| | [xata | |

I_ TOTAL BiD:

I
Nk Far pweposes of W eratuanion, B are aulviied & e e 13 avcinge! piaces i sewlag o riee i priren,
TOTAL PRICE 1IN WilkRDs;

Lai 13
Lot 34




We undertake, if ayr Bid s accepted, to deliver the goods in accondance with the delivery schedule
specified in the Section V1. Schedule af Requirements,

IF our Bid is accepeed. we undértake 0 provide B performance security i the form, armounts, and
within the times specified I the Bidding Documents

W agree to abide by this Bid for the Bid Validity Period specilied in BDS provision for ITH Clanse
14.2 and it shall remain hinding upen us and may be dccepted at any time before the expiration of that

Until & formal Contract s prepured and exacuted, this Bid, tertether with veur writlen AcCeMEnCe
therzof and vour Notice 1o Preceed, shall be binding upon 1

We wnderstand that ¥ou are not bound 1 sccept the Lowesy Caleulsted Bid or any Rid i Ay
recedve.,

We certify/confivm thar we comply with the eligibiliny requirements as per ITB Clouse 5 of the
Bidding Documenis.

IWe likewise certifilconfinm ihat the undersigned, [ sof PrOpTIEtorafi, vert]: us-the ownar
and sele propristor or author zed representative of Ve o Wicidery, has the full power and authorty o
participate, submit the bid, and slgn end execure the ensuing conmacy, on the latter’s behalf for fhe

QRN Llefiver, Fastifl I i

We acknowledge that failure 1o sign each and every pige of thiz Bid Form, including the ateached
Schedule of Prices, shall be a groind for the refection of our bid,

20

Deated this _day of

faigmniuref fin the capacine off
Duly authorized 1o sign Bid for and on behalf of




Schedules of Prices for Goods Offered from Abroad
hamw.mwmmawymmmmmﬁmaw

For Grosdy ChFered from Abroad
Neme of Bidder Project 1D Ne., Page  of
| 2 3 4 3 (] 7 8 9
Lot Mo | Descrimio Vourgry of | (uusning Lkt price CIF | Tolal CfF ar | Uil Price L i pricee Toasd Price
iz - ¥ Betoored Dvgy | Shelivenal Dyne tvered [HSP
- t..;:;:;wﬂm '""Pf“ Urpas (D00 | Paid {0y Hnﬂd %

NI nzmed pilecc ligm

Ipeeidy hordey feal 4%
nar o Pl of 5]
destitmtion)

Mame:

Legal Capacity:
SiEnature;
Duly authorized 1o sign the Bid for and behalf of:




Sehedule of Prices for Goods Offered from Within the Philippines
Fikeadk Be submiivted wish B Biat B bivioler fy AIfering goods frow wivkiv the Pirifippin

For Goods Offered from Withiy, the Philippines

Name of Bidder Project 1D No, Page  of
| 2 3 4 2 fy 7 b 2 ¥
L | Doamipmion Cimmlry Cusrisy | L Tres poreation Sabes ] (& Toinl Prize, Temal Pojgp
Mo af ffiggin P ursl all pilier borbces | Ingidenial = i ddtivergd
EXW ) enddinevkenaal | moable o | Senviees @ Firal
o i defrvery. per | Conrait i applicedsle, sl Cestination
e on Awerdal [ b i ed)
Pk ol B
(=T E T
Mame:
Legal Capacity:
Signature;

Authorized 1o sign the Bid for md behalf of:




Annex B

Omnibus Sworn Statement {Revised)
Ixbil] be subriictest with o Bidf

REPUBLIC OF THE PHILIPPINES }
CITYMUNICIPALITY OF 155

AFFIDAVIT

L [Name of Affiant]. of legal age, |Civil Status), [Nationality |, and residing al [Address of Affiant]. after having
been duly sworn in accordance with law, do hereby depose and siate fliar:

1.

Lo

{8eloct ame, delete tive ctlier: -f

I :r.u'u;rqmiﬂﬂr:kf,:uj' | am the sole propristos o authorized representative of [Mame of Biddear] with
office address at [address of Bidder]:

i a partnersiip, corporaiion, coperaive, ar faimd vemnore: | | om the cluly authorized and designated
representative of [Meme of Bidder] with office address ar [addrass of Bidder];

(Sefect one, dalete the opher: !

{1 ar g propriciorship: j As the owner and sole proprietor, or quthar red represendative of [Name of Bicder],
I have full power and authority to do, exscute and perform any and all acls Mecessary o participate, submit the
bid, and 10 sign and execute the ensuing contract for [Mame of the Praject] of the [Nume of the Procuring

[Mame of Bidder] is not “blacklisted™ or barred from bidding by the Govermment-of the Philippines or any of
its agencies, offices, corporations, or Local Government | nits, fareign government/foreign or iMemational
financing institution whose blacklisting rubes have heen recognized by the Government Procurement Palicy
Board, hy itself elition, ms ackati i : anothe

LIS INRETS e ) ] T

Each of the documents submimed in satistaction of the bidding requirements is an nuthentic copy of the original,
complete, and ol seatements and information provided therein are true and correct;

[Mame of Bidder] is asithorizing the Hesd of the Frocueing Entity ar jis duly astherized representtives) o
verify all the documents submiited:

[Select ane, delere i rese: |

the head of the Project Management Office or the end-yser it wnd the profect eonsultants by consanguinity
or affinity up to the third civil degree:

[ a parinersivip A cooperarive} None of the officers and members of fName of Bicder] 15 related 1o the Head
of the Procuring Entity, members of the Bids and Awnres Committee (BAC), the Technical Working Group,
and the BAC Secretoriat, the lead of the Progect Management Office ar the end-user unit, and the project



congultants by ConsAnguEndy o affin ity up to the hird civil degree:

7. Name af Bidder] complies with existing labor laws and standards;

B [Name of Bicdey] s aware of and has undertaken the responsibilities & o Bidder in compliance witl the
Philipping Bidding Documents, which includes:

i Carefully examining afl of the Bidding Discuments:

b Acknowledging afl comditions, local or otherwise, affecting the implementation of the Contracr;
e Making an estimate of the fig Hities available and nesded for the contract to be bid, it any; and
4. Tnquiring or securing Supplemental'Bid Bulletingz) issued for the { Name of the Projen],

|\ [Newme of Bidder] hereby assigns the fl lowing contact number's and e-mai) address'es as the official
telephone/fax number and contact reference of the company where the PTA BAC and PTA notices
may be transmited,

Telephone Nols,:
Fax Mg,
E-mail Addfs.:
Mihile No,:

It is understond that notices/s transmitted in any of the above-ssated telephanefix numbers and‘or e-mail
address/es are deemed received us of its transmittal and the reckoning period for the reglementary periods
stated in the bidding documents and the 2016 revised Implementing Rules and Regulations of Republic
Act No. 9184 shall commence from receipt thereof,

IN WITNESS WHEREOF. | have hereunto set my hand this dayol .20 m
Philippines,

]

Bidder's Representative/ Authorized Signatory



Witness my hand and seq| this __ day of [manth] [vear],

MAME OF NOTARY PUBLIC
Serinl No. of Commission

Public for il
of  Attomer's  No,

Notary

Rall

PR We. [date issued],
Iplace

IBP Ma

issted)
S [date issued].
[place issued)
Dac. Mo,
Page MNo.
Eook Na,
Series of i

*The idermification cord shalt by it feaut e of thase acempble Praefs of bty gy lckewtyfledt nmeter the provisions of ke
20 Rulex on Netaria Frociiee,

el Oversear Warkers Welfore Adwinisrasion (QIT14) (0 Opn 1D, seanman’s hosk. alien cerficats af
FeRIStraTa oy certificate of registrarion, govermmmem efflee 1, certificarinn fram the Netismal Courci! for
fhes Welfure af’ Pivablud Peesas (VT 1) Ovportnnar of Social Welfewrw amd Develupment (051710 errtificarian;

e Boved Resolavion or Mecvetan Centificare Feferang i e sl Board Resolusion desigmuring tve hadder s daathrerized

Fepresentative urd aigmarery meed ot specifically fmdicate the particwlor Prafect wihere sl cantfarity s gl ven provided thar
tine el twnhen i covers activitien hy B
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Annex D
JOINT VENTURE AGREEMENT

KNOW ALL MEN BY THESE PRESENTS:

This JOINT VENTURE AGREEMENT (hercinafier reforned To as the “Agreement™), entered into this

SE— . S [ City. Philippines by and smong;

« A domestic corporation duly organized, registered and existing under mnd by

virtue af the laws of the Republic of the Philippiees, with office address at

regmesented by s

- herenatter referred jo s @ b
- g —

« A domestic corporntion duly organized. segistered and existing under

ard by virtue of the laws of the Republic of the Philippines, with affjce address m

, Fepresernited by its
» hereinafter refirred 1o as = Lo

-and =

a fareign corporation organized and existing
» represented by itz
- hereinafter referred 1o g5 = -

under and by virtue of the laws of

tHenceforth collectively referred 1o s e “Parties”
WITNESSETH: That

WHEREAS, the Procureiment Service (PS) has recently published an Invitation ra Apply for Eligibility
and to Bid for the Supply and Dedivary of fior the :




Joint Venture™, hercinafter refierrad to as the Joint Venture, under the laws of
the Philippines, for the purpose of participating in the abovemnentioned procurement of PS-DEM:

NOW. THEREFORE. for and in consideration of the foregoing premises and the covenants
hereto set forth, the Parties have agreed as fiol lows:

ARTICLE |
ORGANIZATION OF THE JOINT VENTLURE

SECTION 1. Formation — The Parties do herehy agree and bind themselves 1o establish, form and
OFganize & Joint Venture pursuant to the laws of the Republic of the Philippines, in order for the IV w
warry on the purposes and objectives for which it is created;

SECTION 2, Name - The ngme and style under which the JV shail be conductad is = o

SECTION 3. Principal Place of Business — The JV shall maintain jis principal place of business a

SECTION 4,  Preparation and Documentation — The Parties shall secure and'or execute such
certifications, documenis, deeds and instruments as may be required by the laws of the Republic of the
Philippines for the realization of the IV and in compliance with the Project. Further, they shall do all
other acts and things requisite for the contin wation of the IV pursusnt to applicable laws;

SECTION 5. The Joint Yenture ahill be represented by thse I all hiddings, related procurement
transactions and other olficia) dealings that it thall enter into with the PTA, such Transactions to include, IO
others, the submission ol eligihiliey documents, bids, registration documents obtaining bonds, performing the
principal contract in the event tha the contract is awarded in favor of the Joint Venture, receipt of payment for

goods delivered, and similar and related activities.

SECTION 6. The period of the Joint Venture shall begin upon executinn of this Agreement and shall continge
until the complete performance of its contrachul obligations 1o FTA, as deseribed in A rticle H hereof, or upon its
termination for material breach ol any term or candition of this Agreement, by service of a written salement in
English an the other Party, not less than 90 days prior to the imtended dato termination



ARTICLE i
PURPMOSE

SECTMOM 1. The iy purpase of the loint Venture is to panticipate in the public bidding to be condicted
by the PTA Bids and Awards Committee for the supply and defivery of for the

SECTION 2. If the abovo-deseribed contrace's is/are awarded o the Joing Vesiture, the Joint Yenture shalf

underake the parfomance thereof 1o PTA, and such other ineidental Activitiss necassary for the completion of jis
contractunl oblipntions,

ARTICLE
SOLIDARY LIABILITY OF THE PARTIES

ARTICLE IV
CONTRIBUTION AND OTHER ARRANGEMENTS

SECTION 1. Contribition — The Parties shall conribuze the amount of ( Php
) to support the financial requirements of the Jaint Ventuse, in the following Propo ion:

A . P i

B. - P A

TOTAL P .o

Additional contributions pe the Joint Venture shall be made a5 may be required for contract implementatian, In
addition, shill eomtribute any labor and contract Mmanagement requirements,

SECTION 2. Profit Sharing — The share of the Partiee to the IV from any profit derived or obained from the
implementation and exseuticn of the Profect shall be distributed pro: rata o each, in aceordance with (he
contribution and resources each his provided 1o the TV

taking into aceount the shares of the Partie= i all income. gain, deductions, expenses. and losses, should the
neeount of a Pary contain a negative balance, such Party shall contribute cash ta the I\ sufficient o nestora the

SECTION 4. Shuring of Burden of Net Loss - In case a net loss s mcurred, additional contribations shall he
made by the Parties in accordance with thei respective shares,



ARTICLE ¥
MISCELLANEOUS PROVISIONS

SECTION |. The provisians of the Instructions 1o Bidders, Supplemental Bid Bulletin, and ather bidding
documents issued by the PTA in relurion to the contract described in Article 1| hereaf, shall be deemed
incorporated in this Agreement and made an integral part thereof

SECTION 2, This Agreament shall be kinding upon and inure 10 the benefit of the Parfies g their respective
successors and assigns,

SECTION 3, The Parties hersin are duly represented by their autharized otficers,
SECTION 4, Cverming Law — This Agrecment shall be governgd by and constried according 1o the laws of the

Republic of the Fhilippines, Venue of My Couirt action arising from this Agreement shull be exclusively Laid
betore the proper coun of the N + Philippines,

[N WITHNESS WHEREQFE. the parties hive seq their hands and #ffixod iheir stgnaneres on the date and place firs
above-stied.

Signed in the Presence oft




ACKNOWLEDGMENT

REPUBLIC OF THE PHILIPPINES )
CITYMUNICIPALITY OF _ }E8

PROVINCE OF (in the case of Municipality)

BEFORE ME. a Notary Public for and in the City/Municipality of  [indicale also the Province in the
eace of Mupicipality . this _ day of { memih & year] persorally appenned the fodlowing:
Mame [ Same, Muimber pd Validiy Date

Known 1o me and o me known to be the same persons whe executed the foregoing instrument and they
aeknowledge to me that the same is thelr free and voluntary oct and deed and that of the corporations) hey
reprusent,

This Inssrument refiers to o Joint Venture Agreemant consisting of pages. including the page on
which this Acknowiedgement is written, and signed by the parties and thatr instrumental witnesses,

WITNESS MY HAND AND NOTARIAL SEAL on the place and on the date firat above writtan,

MAME OF NOTARY PUBLIC
Serigl Mo, of Commission

Motary Public for until
Roll of Attornays Mo

PTR Mo. _, [date issusd], [place issuad]
IBP No. __, fdate issued], [place issued]

Doc. Ma.
Page Na.
Book Mo,
Series of

it
—

Makes

The jedemtification cavd shall be ar logst ame of Mnse goceplahle pronfs of denriry os idderarifled pvder the provigianm of the
214 Rudes o Notariol Pracioe

e, 12, Competem Evidemee of Ideniiy — The phrase “compelen) evicnce af feleifiy” refiers dn the (dentification of
fuilivdetwal fraved on!

At deaast cuve currant ldemiffoation docoment sved b em afffeial gpency hpgitig e photograpl e sigwrure of e
iinativictinl, sioch ek Bear e Twited fo, passpard, driver's  Ticerse, Profecsona Reguiations Conmuies/ 0, Nartfonad B con
of Investigation clearance, pofice clearance, poeial 1D, veifers i, Bearcmguy certiffeation, Goveramenr Service ard
Irswrance Sytfem (GRIS) e-card, Socipl Secwrily Syslem (855 card, Philheclth congl semicy citizen cord, Dharseas Wonkers
Walfare Advrimistearion (OWWA) 1, OFR I0, seaman v book, i eanificare of rewistrodiow fommigram cerifficate of
repisivation, govermwent affiee 1L certifcaticor from the Nertownal Crmmed! fir the Weffiae af Disubled Pervams (NCIFLHE),
Deparrimeit of Sociel Welfare aned Devalppment SIS T corifie i



Annex E

SUPPLIER'S LETTERHEAD
(e
Chairperson
PTA Bids and Awards Committes

EDPC Bldg. BSP Complex,
Roxas Boulevard, Malate, Manila

Dear SiefMam:
This has reference to Public Bidding Mo. for (N ject
{Name of Company'} respectfully requests for the following:

{ ¥ Withdraw of Bid Submissions
{ ) Refund of Bid Security
{Attached is a photocepy of the Philippine Tax Academy Official Receipt)

It is undersicod that _ _ waives its right to file any motion for
reconsideration and'or protest in connection with the above-cited Public Bidding Project.

Thank you.

Very truly yours,

Authorized Signatory for the Company



Amnex F

BID SECURING DECLARATION FORM

REPURLIC OF THE PHILIFFINES)
CITY OF )88,

e
hY

Tt

w3

BID SECURING DECLARATION
Invitation to Bid: Public Biddimg Ne 23-08-7

Phitippine Tax Acadenty

PTA Bigs s Aok Comariitee
EDPC Blolg, BSP Compler,
Roxas Bowdevard, Malate, Ml

', the undersigned, declare that:

|-

e understand that, nceording m your conditions. bids must be supported by Bid Security, which
may be in the form of a Bid-Securing Declaration.

W acoept that: (2) [iwe will be automatically dsqualified from bldding for ary contract with any
procuring entity for a perind of two [2) years upon receipt of your Blackbisting arder; and, () [iwe
will pay the applicable fine provided under Section 6 of the Ciubdelines on the Use of Bid Securing
Declaration, within fifieen (15} days from receipt of the written demand by the procuring entity for
the commission of acts resulting to the enforcement of the bid securing declaration under Sections
23.1(bk 34.2, 40.1 ond 69.1, except 69,100, of the IRK of RA 9184 withoun prejudice 1o ather legal
peticn the government may undertake.

/We understand that this Bid Securing Declaration shall cease to be valid on the followmg
EircLmstances:

n Upon expiration of the bid validity period, or any extension thereal pursuant o pour request.
b 1 amfwe are declared ineligibe or posi-disqualified upon receipt of you notice 1o such affect, and
{i) Liwe failad to timely file & request for reconsideration or {il) [/we filed o waiver o avail of said

right;

o 1 anwe ate declared the bidder with the Lowest Caleulated Responsive Bid, and Iiwe have
fumished the performanee security and signed the Contruet.

IN WITNESS WHEREOQF, 1"'We have hersumte se1 myour hand/s thes dey of [imanthf frear!

at folace of exechrioa).

b kot o vl e o bt Ackpst i sevme jetresctioar for-stanilor fera rhreugghaur e i



[Insert NAME OF BIDDER'S A LTHORIZED
REPRESENTATIVE]
[Ensert Signatory s Legal Capacity]

M iam

SLUBSCRIBED AND SWORN to before me this ___ day of [month] [year] at [place o f execution],
Philippines. AMfianc's knowm te me, and known to he tha same person's In the exhibhied [Insert type of
government identifcation card wsed®], with his'her phatograph and signature appearing therson, with
fi, issued on ! 4

Witness my hand and seal this __ day of [month] {year].

NAME OF NOTARY PUBLIC
Serial No. of Comm ission
Motary Public for uniril
Roll of Attorney’s Mo,
PTR M. [date issued], [place
isskcd |
IBP Mo [date issued], [plece issued|
Doc. Mo,
Page No.
RBook Mo,
Series of i

*The identification card shall be at least ome of these aceeprable proofs of identity as iclentified wnder the
provivians of the 2004 Rules on Notartal Practice.

“Kee. 12 Comperéw Evidence of Identity — The pivrase “cemnpeient evidence of identily” vefers to the
delpritifioation af ay indfvidued hazed an:

At leat une carreet idenification dociment ivued by oo offfcial agency bearing the photegrapl and signitirse of
thee inafiviahul, sucd oo bur mot fimited fo, passport, driver's license, Professional Regulations Cammission 10,
Ntiomal Bureens of fovestisation clearance, police clearonce, postal [0, veier's 1D, Baranguy certiffcation,
Giovermment Service amd  Iriseraaee Syadfem (GSTS) e-card, Soctal Secwrify Svster E888) cavd, Philhealrh cord,
semicr citizen card, Overseay Warkers Welfare Administrasion OWWAy 10 OFW 1D, seaman’s book, afien
certiffeute of registrationfemmigraed certificate of reglatradion, governmin elfflee TN pertiffcotion froe the
Natiowal Council for the Welfare of Disabled Porsons (NCIWDF), Departament of Soviol Welfare and Develapment
FOS WD certificarion



Annex Oz

Performance Securing Declaration (Revised)

REPUBLIC OF THE PHILIPPINES}
CITY Or )&

PERFORMANCE SECURING DECLARATION

Invitation to Bid: [Inser Reference Mumber indicated in the Bidding Docurments]
Tex, [Insert name and address of the Procuring Entity]

MWe. the undersigned. declare that:

1. /We urderssand that, aceording to your conditions, ' guarantee the faithful performance by the
supplies/distributor'manufacturer'contractor/consultant of its obligations under the Contract. L'we shall
submit a Performance Sccuring Declaration within a masximum period of ten [ 10) ealendar days from The
receipt of the Notice of Award prior to the sigaing of the Cortract.

2, 1"We accept that: I/we will be awtomatically disqualified from bidding for any procuremient coniract with
any procuring entity tor o period of one (1) vear for the first affense, or two (2) years for the sceend
offense. upon receipt of your Blacklisting Order if 1'We have violated my/our obligations under the
Coniracy;

3. /We understand that this Performance Securing Declarstion shall cesse to be valld upon:

a issumnce by the Procuring Entity of the Certificate of Final Acceptasce, subject 1o the lollowing
conditions:
I, Procuring Entity has no claims led against the contract swardee!
ii. i has no claims Tor labor and materials filed against the contrctor: and
i, Orher terms of the contreet; or

b, replacement by the winning bidder of the submitied PSE3 with a peeformance security in any of
the prescribed forms under Section 392 of the 2016 vevised IRR of RA No. 9184 as required by
tha envif-uiser,

IN WITNESS WHEREOF, I'We have hereunto set my/our handVsthis __ day of frmanth] [year|
at [pleece aof execition).

[lsert NAME OF BIDDER'S AUTHORIZED
REPRESENTATIVE]

[iserd Sipnatory s Legal Capacity]
A fiant

SURSCRIBED AND SWORN to hefore me this ___ day of [month] [vear] m [place of execution],
Philippimes. Affiants known fo me, and knewn to be the same person's in the exhitited [insert type of
government identification cord used®], with histher photograph and sipnature appearing thereon, with
fik. ssued on al ;







